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Symbols

& (ampersand)
& (bitwise AND) operator, 39
& (boolean AND) operator, 38
&& (conditional AND) operator, 37
&= (bitwise and assignment) opera-

tor, 41
< (angle bracket, left)

< (less than) operator, 37
<< (left shift) operator, 40
<< = (left-shift assignment) opera-

tor, 41
<= (less than or equal) operator, 37

> (angle bracket, right)
> (gr eater than) operator, 16, 37
>> (signed right shift) operator, 40
>>> (unsigned right shift) operator,

40
>>>= (unsigned right-shift assign-

ment) operator, 41
>>= (signed right-shift assignment)

operator, 41
>= (greater than or equal) operator,

37
* (asterisk)

*= (multiplication assignment)
operator, 41

in doc comments, 227
multiplication operator, 34

@ (at sign)
in doc comments, 227
filenames beginning with, Java

compiler and, 248
\ (backslashes), regular expression

character escapes, 149
! (exclamation point)

! (boolean NOT) operator, 38
!! (jdb shorthand) command, 262
!= (not equals) operator, 37

{ }  (curly braces)
in anonymous class formatting, 136
in classes, 11
enclosing body of loop, 16
enclosing statement blocks, 47
inline doc comment tags, 232
method body, enclosing, 13
nested if statements, use with, 47
nesting arrays within arrays, 74

[ ]  (brackets), array access operator, 33,
43, 70

ˆ (car et)
ˆ= (bitwise XOR assignment opera-

tor), 41
bitwise XOR operator, 39
boolean XOR operator, 38

: (colon)
in statement labels, 45
in ternary operand, 32
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, (comma)
in numeric values, 152
separating variable names and ini-

tializers, 46
$ (dollar sign), in identifiers, 21, 223
. (dot), object member access opera-

tor, 42
= (equal sign)

= (assignment) operator, 13, 41
combining with arithmetic, bit-

wise, and shift operators, 41
= =  (equal to) operator, 26, 36

comparing hashtable key
objects, 156

comparing refer ence types for
equality, 77

- (minus sign)
- -  (decr ement) operator, 36
-= (subtraction assignment) opera-

tor, 41
pr eceding integer literals, 24
subtraction operator, 32, 34
unary negation operator, 32, 35

( )  (par entheses)
in expressions, order of evaluation

and, 34
method invocation operator, 33
in method names, 12
in method parameters, 12
operator precedence, overriding

with, 31
subexpr essions within regular

expr essions, 149
type conversion or casting opera-

tor, 43
% (percent sign)

% (modulo) operator, 35
%= (modulo assignment) operator,

41
π (pi), defining constant for, 403
+ (plus sign)

+= (add assignment) operator, 41
concatenating strings with, 35

++ (increment) operator, 33, 35
addition operator, 34
read access for applets, 236
spaces in URL encoding, 479
string concatenation operator, 35

? (question mark)
?: (conditional) operator, 41
jdb help command, 262
in ternary operand, 32

“ ” (quotes, double)
in strings, 27
surr ounding string literals, 67

‘ ’ (quotes, single), enclosing char lit-
erals in Java code, 23, 68

; (semicolon), 10
for empty statements, 45
ending do loops, 51
ending Java statements, 13, 15

compound statements and, 16
/ (slash)

/ (division) operator, 34
/* */, in multiline comments, 11, 20
/** */, in doc comments, 21, 225
/= (division assignment) operator,

41
//, in single-line comments, 10, 20

˜ (tilde)
bitwise complement operator, 39
bitwise NOT operator, 39

_ (underscor e), in identifier names, 21
| (vertical bar)

| (bitwise OR) operator, 39
| (boolean OR) operator, 38
|| (conditional OR) operator, 38
|= (bitwise or assignment) opera-

tor, 41

A

absolute filenames, 334
abstract classes, 115−117

concr ete subclasses, 116
InstantiationErr or, 399
InstantiationException, 399
inter faces vs., 118, 120

abstract methods, 115−117
AbstractMethodErr or, 377
inter faces, 118

abstract modifier, 116, 138
AbstractCollection class, 637
AbstractList class, 638
AbstractMap class, 639
AbstractPr efer ences class, 711
AbstractSequentialList class, 640
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AbstractSet class, 640
accept( ) (ServerSocketChannel), 187
access control, 111−114, 202, 204−207

for class members, 112
for classes, 112
classes implementing, 533
digitally signed classes, 205
inheritance and, 113
java.security package, 196
java.security.acl package, 570
modifiers, 111
for packages, 111
packages for, 143
per missions and policies, 206
the sandbox (Java 1.0), 204
for threads, 426
trusted vs. untrusted code, changes

in Java 1.2, 206
access control list (ACL), 570
AccessContr olContext class, 536
AccessContr olException class, 536
AccessContr oller class, 206, 534, 537
AccessibleObject class, 435
accessor methods for bean properties

(see get and set property
accessor methods)

AccountExpir edException class, 799
ACL (Access Control List), 570
Acl interface, 570
AclEntry interface, 570
AclNotFoundException, 571
action names, permissions, 207, 209
adapter classes, 133
add and remove methods for event

listeners, 213
addition (+) operator, 34
additive operators, associativity of, 32
addPr efer enceChangeListener(), 178
addPr opertyChangeListener (Pr operty-

ChangeListener), 216
addShutdownHook( ) (Runtime), 101
addVetoableChangeListener

(VetoableChangeListener),
217

Adler32 class, 727
aggr egate (r efer ence) types, 29
AlgorithmParameterGenerator class,

537

AlgorithmParameterGeneratorSpi class,
538

AlgorithmParameters class, 538
AlgorithmParameterSpec interface, 603
algorithms, cryptographic

digital signature algorithm for cer-
tificate, 268

javax.crypto.inter faces package,
754

specifications (javax.crypto.spec
package), 756

specifying for keys, 267
supported by SunJCE provider, 740

aliases for certificates and keys, 265
allocating/deallocating memory (see

garbage collection; memory)
AllPer mission class, 540
Alr eadyConnectedException class, 497
AND (&&) operator (boolean), 37
AND (&) operator (bitwise), 39
AND (&) operator (boolean), 38
animation, threads for, 161
Annotation class, 610
anonymous arrays, 72
anonymous classes, 123, 133−136

featur es of, 134
for matting rules for code, 135
implementation of, 137
implementing adapter classes with,

133
new syntax for defining and initiat-

ing, 135
restrictions on, 134
when to use, 135

anonymous inner classes, 68
APIs (application programming inter-

faces), 118
cor e Java, 3, 14
extension, 3
platfor ms and operating systems, 4
(see also interfaces)

AppConfigurationEntry class, 799
LoginModuleContr olFlag class, 799

AppletInitializer interface, 283
applets, 12

java.applet package, 145
security and, 202
security restrictions on, 204, 236
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appletviewer program, 234−238
commands, 235
options, 234
pr operties, 236

fir ewall and caching proxy
servers , 237

security, 236
application classes, default search path

for, 260
application programmers, security for,

207
applications, 12

client, 174
networked, 171

arbitrary-pr ecision integers, package
for, 143

arguments, method, 14
IllegalArgumentException, 396
testing for legal values with assert

statement, 62
arithmetic

date and time, perfor ming with
Calendar, 154, 646

integer, in Java, 25
java.math package, 143

arithmetic operators, 34
combining with assignment (=)

operator, 41
ArithmeticException class, 377
arraycopy( ) (System), 155
arrays, 14, 29, 69−74, 155

[ ]  (array access) operator, 33, 43
Array class, 434
array literals, 71
ArrayIndexOutOfBoundsException,

56, 70, 216, 377
ArrayList class, 156, 641
Arrays class, 155, 642
ArrayStor eException, 378
of bytes, 167
comparing, 77
converting strings to, 417
converting to other refer ence types,

80
converting to strings, 35
copying, 75, 423
cr eating, 43, 70

equivalence, testing for, 78
index of elements, 70
indexed properties, JavaBeans, 216
instanceof operator, using with, 42
length of, 71
locks on, 54
memory allocation and garbage

collection for, 79
multidimensional, 73
NegativeArraySizeException, 404
as objects, 156
ObjectStr eamField objects, 231
as operand type, 33
rectangular, 74
refer ences to, 75
str eaming data to and from, 169
of strings, 12

sorting, 618
ASCII

7-bit character encoding, 20
native2ascii tool, 268

assertions, 60−64
AssertionErr or class, 378
in classes loaded through Class-

Loader, 388
compiling, 60
disabling for Java interpreter, 244
enabling, 61, 245
err ors in, 63
javadoc tool, option for, 256

assignment in expression statements,
44

assignment operators, 13, 40
associativity, 32
combining with arithmetic, bitwise,

and shift operators, 41
side effects of, 33

associativity, operator, 30, 32
asterisk (*) (see *, under Symbols)
Asynchr onousCloseException class,

497
AttributedCharacterIterator interface,

610
Attribute class, 611

AttributedString class, 611
Attributes class, 690

Name class, 691
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authentication, 204
classes, 196

implementing with, 533
uniting with access control

classes, 534
Kerber os pr otocol, using, 144
LoginModule interface, 144
messages transmitted with secret

key, 750
packages for, 143
PasswordAuthentication class, 463

Authenticator class, 450
@author doc comment tag, 228
authorization (see authentication)
AuthPer mission class, 783
auxiliary classes provided by beans,

219
AWT programming, 211

event model (Java 1.0 and 1.1),
changes in, 225

java.awt.peer package, lack of
portability, 224

B

BackingStor eException class, 712
BadPaddingException, 739
BasicPer mission class, 540
BCSChild class, 321
BCSIterator class, 322
BCSSChild class, 318
BCSSPr oxyServicePr ovider class, 318
BCSSServicePr ovider class, 319
beanbox tool, 212

bean contexts supplied by vendor,
221

customizing beans with property
value settings, 214

inter operability with beans, 214
BeanContext interface, 221, 306
BeanContextChild interface, 221, 308
BeanContextChildComponentPr oxy

inter face, 309
BeanContextChildSupport class, 221,

309
BeanContextContainerPr oxy inter face,

311
BeanContextEvent class, 311

BeanContextMembershipEvent class,
311

BeanContextMembershipListener inter-
face, 312

BeanContextPr oxy inter face, 310, 312
BeanContextServiceAvailableEvent

class, 313
BeanContextServicePr ovider inter face,

313
BeanContextServicePr oviderBeanInfo

inter face, 314
BeanContextServiceRevokedEvent

class, 314
BeanContextServiceRevokedListener

inter face, 315
BeanContextServices interface, 221,

315
BeanContextServicesListener interface,

316
BeanContextServicesSupport class,

221, 317
BCSSChild class, 318
BCSSPr oxyServicePr ovider class,

318
BCSSServicePr ovider class, 319

BeanContextSupport class, 221, 319
BCSChild class, 321
BCSIterator class, 322

BeanDescriptor class, 284
@beaninfo doc comment tag, 232
BeanInfo interface, 213, 215, 219, 284
beans (see JavaBeans)
Beans class, 282, 285
Bidi class, 613
BigDecimal class, 153, 444
BigInteger class, 153, 446
binary (base-2) numbers, 39
binary data in files, reading from arbi-

trary locations, 166
binary operators, 32, 34
BindException class, 450
BitSet class, 644
bitwise operators, 39

Boolean operators as, 38, 645
combining with assignment opera-

tor, 41
blank lines in Java programs, 15
blocking threads, waking, 164
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boolean data type, 16, 23
Boolean class, 378
get methods and, 115
operator retur n values, 33
retur n values for equality and rela-

tional operators, 36
Boolean operators, 37

| (OR), 39
BitSet class methods, using as, 645

bound properties, 213, 216, 298
GUI component, changes in, 282

br eak statements, 49, 52
labels, use of, 45

Br eakIterator class, 614
br eakpoints for jdb debugger, 262, 264
Buf feredInputStr eam class, 324, 326
Buf feredOutputStr eam class, 324, 326
Buf feredReader class, 327
Buf feredWriter class, 327
buf fers

Buf fer class, 482
Buf ferOverflowException class, 484
Buf ferUnderflowException class,

484
ByteBuf fer class, 182, 484
channels, using with, 181
CharBuf fer class, 147, 182, 488
DoubleBuf fer class, 489
existing, encoding/decoding char-

acters into, 182
FloatBuf fer class, 490
IntBuf fer class, 491
InvalidMarkException class, 492
LongBuf fer class, 493
MappedByteBuf fer class, 494
New IO API, 179, 481
ReadOnlyBuf ferException, 494
ShortBuf fer class, 494
ShortBuf ferException, 754
size, setting for sockets, 453, 466
StringBuf fer class, 419
StringBuf ferInputStream class, 370

bugs
implementation-specific, portability

and, 224
security-r elated, 7

by refer ence, 141

byte code, 8
displaying for methods with javap

tool, 259
JIT compilers, 391
verification of, 203
VerifyErr or class, 430

byte streams, UTF-8, 20
ByteBuf fer class, 179, 182
ByteChannel interface, 181, 498
ByteOrder class, 487
bytes

buf fers of, converting to buffers of
characters, 179

Byte class, 25, 151, 379
byte data type, 24
ByteArrayInputStr eam class, 169,

323, 328
ByteArrayOutputStr eam class, 169,

323, 328
CharConversionException, 330
converting objects to, 170
str eams of, 166

reading, 167
transferring from FileChannel to

another channel, 184

C

C/C++ languages
addr ess-of operator (&), 75
boolean type, Java boolean vs., 23
C language, differ ences fr om Java,

85−87
C++, object-oriented programming,

Java vs., 88
C++ features not found in Java, 140
der efer ence operators (* and −>) ,

75
finalization methods in Java vs.

C++, 100
Java native methods, implementing

in C, 257
memory allocation and garbage

collection, Java vs., 79
multiple inheritance in C++, 118,

140
per formance, Java vs., 8
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C/C++ languages (continued)
superclass indicating with :, Java

keyword extends vs., 102
virtual functions in C++, 109

Java abstract classes vs., 116
CA (certificate authority), 574, 593
caching

by proxy servers, 237
URL connections, 477

Calendar class, 154, 646
date arithmetic with, 154
Gr egorianCalendar class, 658

Callback interface, 789
CallbackHandler class, 789
calling methods, 12
CancelledKeyException class, 498
canonical filenames, 334
capitalization conventions, 222
case labels (switch), 49
case-sensitivity in Java, 10
case, converting in strings, 417
casts, 27

( )  (type conversion or casting)
operator, 43

ClassCastException, 387
converting object to type of sub-

class, 80
object inheritance and, 103
objects to Object instance, 140
shadowed superclass field, access-

ing, 106
super, referring to shadowed fields

vs. invoking overridden method
with super, 109

catch clause, 58
catching errors in assertions, 63
catching exceptions, 55

jdb debugger, 262
try/catch/finally statements, 57−60

ceil( ) (Math), 28
Center ed inter face (example), 118
certificate authority (CA), 574, 593
Certificate class, 574, 593

Certificate interface (java.security
package) vs., 575

CertificateRep class, 575
(see also X509Certificate class)

Certificate interface, 534, 541
Certificate class (java.security.cert)

vs., 575
certificate revocation lists (CRLs), 573,

587
CertificateEncodingException, 576
CertificateException class, 576
CertificateExpir edException, 576
CertificateFactory class, 577
CertificateFactorySpi class, 578
CertificateNotYetValidException, 578
CertificateParsingException, 579
certificates, 573

cr eating self-signed for public key
associated with alias, 266

displaying contents with keytool,
266

java.security.cert package, 143
in keystore file, 241
public-key, associated with JAR file,

241
storing in keystore, 265
X.500, 144

distinguished name, 267
X.509

X500PrivateCr edential class, 804
X509KeyManager interface, 780
X509TrustManager interface, 780

CertPath class, 579
CertPathRep class, 580

CertPathBuilder class, 580
CertPathBuilderException class, 581
CertPathBuilderResult class, 581
CertPathBuilderSpi class, 582
CertPathParameters interface, 582
CertPathValidator class, 582
CertPathValidatorException class, 583
CertPathValidatorResult interface, 584
CertPathValidatorSpi class, 584
CertSelector interface, 584
CertStor e class, 585
CertStor eException class, 586
CertStor eParameters inter face, 586
CertStor eSpi class, 586
chaining

certificates, 579
constructors, 104
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chaining (continued)
exceptions, 439
methods

buf fers, 180
overridden methods, 110

channels, 143, 179, 465, 467, 495
Asynchr onousCloseException, 497
basic operations, 181
ByteChannel interface, 498
DatagramChannel class, 187
FileChannel class, 183−185
interrupted threads and, 164
nonblocking, 187−191
ServerSocketChannel class, 187
SocketChannel class, 186

Alr eadyConnectedException
class, 497

char data type, 23
char type vs. char values, 66
Character class wrapper for, 380

character encoding
appletviewer, specifying for, 235
native2ascii tool, 268
UnsupportedEncodingException,

371
character sets, 20, 522

encoders/decoders to convert Uni-
code strings to/from bytes,
143

Java platform inter nationalization
featur es, 8

characters, 23, 145−151
Character class, 24, 147, 380

Subset class, 383
UnicodeBlock class, 383

CharacterIterator interface, 615
CharArrayReader class, 169, 329
CharArrayWriter class, 169, 329
CharConversionException, 330
converting between byte buffers

and character buffers, 179
in names, Java conventions for, 223
patter n matching with regular

expr essions, 148
str eams of, 166
string, CharSequence and Char-

Buf fer inter faces, 147
(see also char data type)

CharBuf fer class, 180, 182, 488
CharSequence interface, 180, 385

Charset class, 182
CharsetDecoder class, 182
CharsetEncoder class, 182
charsets, encoding and decoding text

with, 182
8-bit encoding charset (Latin-1),

183
EUC-JP (for Japanese text), 183

checked exceptions, 56
methods throwing, 65

CheckedInputStr eam class, 728
CheckedOutputStr eam class, 728
checkErr or( ), 362
checkPer mission( ) (AccessContr oller),

206
checkRead( ) (SecurityManager), 204,

206
Checksum interface, 729
checksums, 168

Adler32 algorithm, 728
(see also message digests)

ChoiceCallback class, 790
ChoiceFor mat class, 615
Cipher class, 200, 738, 740

NullCipher class, 752
CipherInputStr eam class, 200, 743
CipherOutputStr eam class, 200, 743
CipherSpi class, 743
Circle class (example), 89−93
circular dependency, 387
class fields, 89, 437

default initialization, 96
initializing, 97

static initializers, using, 97
superclass, shadowing, 106

class files, 84
verification of, 203

class hierarchy, 80, 103
containment hierarchy vs., 129

class methods, 89
choosing between class and

instance methods, 93
Circle.radiansToDegr ees() (exam-

ple), 90
inter faces and, 118
listing all for specified class with

jdb debugger, 263
shadowing by subclass, 107
synchr onized, 55
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Class objects, obtaining, 158
classes, 4, 7, 20, 29, 66, 142

abstract, 115−117, 138
concr ete subclasses, 116

access to, 112
anonymous, 123, 133−136
anonymous inner classes, 68
byte-code verification, failing, 430
capitalization/naming conventions,

222
Class class, 68, 374, 385

dynamic instantiation with
newInstance( ) , 67

reflection and dynamic loading,
158

ClassCastException, 80, 387, 652
ClassCircularityErr or, 387
ClassFor matError, 388
ClassLoader class, 61, 388
ClassNotFoundException, 389
code source, 541
constructors, fields, and methods,

434
converting to strings, 35
cor e, Java language, 142
defining, 11, 66

restrictions on untrusted applets,
237

definitions of, static initializers in,
97

depr ecated (@depr ecated doc com-
ment tag), 231

digital signatures for, 205
doc comments in (example), 226
documentation by javadoc, display

of, 256
dynamic loading, 159
enabling assertions in, 61
extending, 102
final, 103
garbage collection, disabling for,

247
hiding (and encapsulating) data in,

111
IllegalAccessErr or, 396
IllegalAccessException, 396
implementing interfaces, 119
importing, 82

IncompatibleClassChangeErr or, 398
inner, 122

how they work, 136−138
InvalidClassException, 345
Java platform, 3
javap display, including or exclud-

ing from, 260
LinkageErr or, 401
loading

with interpreter, 247
with SecureClassLoader, 563
with URLClassLoader, 476

local, 123, 129−133
member, 125−129
members of, 11, 88−94, 439

access control for, 111
class fields, 89
instance methods, 91−94
static and instance, 88

modifiers for, 138−140
names, simple and fully qualified,

81
NoClassDefFoundErr or, 404
online documentation for, 21
package, specifying for, 82
per mission, summary of, 209
public

in Java files, 83
pr eventing insertion of public

constructor, 105
refer ences to, in @see doc com-

ment tag, 229
static member, 123

featur es of, 124
system, 225
tool for, 259
undocumented, conventions/rules

for, 224
UnsatisfiedLinkErr or, 429
UnsupportedClassVersionErr or, 429
verifying with javap tool, 260
version number, tool for displaying,

270
(see also Java platform; packages)

“Classic VM”, 243
specifying for Java interpreter, 244
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CLASSPATH envir onment variable
appletviewer, use of, 236
javac compiler, specifying for, 251
setting for interpreter, 248

classpaths
application classes, specifying for

javap, 260
java interpreter, specifying for, 244
javadoc tool, 257
javah tool, 258
javap, for classes named on com-

mand line, 259
client applications, 174

-client option (HotSpot VM), 243
client-side networking, 186

nonblocking I/O, 190
<clinit> method, class initialization

code in, 97
Clock class, 161
clone( ) (Object), 76
Cloneable interface, 76, 390

as marker interface, 122
CloneNotSupportedException, 77, 390
ClosedByInterruptException class, 164
code

critical sections, synchronizing, 54
privileged, 559

code blocks, synchronized, 162
CodeSource class, 534, 541
CollationElementIterator class, 616
CollationKey class, 617
Collator class, 150, 618

RuleBasedCollator class, 632
CollectionCertStor eParameters class,

587
collections, 156−158

AbstractCollection class, 637
classes for, 635
Collection interface, 649
Collections class, 650
Collections class utility methods,

157
converting to and from arrays, 157
Hashtables class, 176
immutable or unmodifiable, error,

430
packages for, 143
Per mission objects, 556
RandomAccess interface, 156

sets, 677
vectors, 686

com.sun.javadoc package, 252
combination assignment operators, 41
command-line tools

enabling assertions, 61
Java interpreter, -classpath option,

84
javac compiler, 10

commands
appletviewer program, 235
jar tool, options, 239
jdb debugger, 261−265
keytool, 265

options, 267
comments, 11, 20

doc, 225−233
single-line, enclosed with //, 10

compact( ), 182
Comparable interface, 390
Comparator interface, 652
compar eTo( ) (String), 150
comparing

hashtable key objects, 156
strings, 150
strings and substrings, 416

comparison operators, 36
pr ecedence, boolean vs., 37

compile( ) (Patter n), 149
Compiler class, 391
compilers, Java, javac, 10, 248−251

options, 249−251
compiling assertions, 60
compound (or composite) types, 29
compound statements, 16, 45
compr ession/decompr ession of data,

727
Adler32 checksum algorithm, 728
JAR archive files, 240
ZIP archives, 81

concatenating file or directory name to
dir ectory name, 225

concatenating strings, 417, 420
+ and += operators, 35
string literals, 68

concr ete subclasses, 116
Concurr entModificationException, 653
conditional (?:) operator, 32, 41
conditional AND (&&) operator, 37

928 Index

7 March 2002 11:43



conditional OR (||) operator, 38
Configuration class, 800
configuration files

logging, 178
Pr operties class, using for, 176

configuration, security levels and
restrictions, 7

Confir mationCallback class, 790
ConnectException class, 451
connections

network, stream-based vs. data-
grams, 175

URLConnection class, 477
ConsoleHandler class, 696
constants

capitalization/naming conventions,
89, 223

defined by primitive type wrapper
classes, 26, 151

in interface definitions, 118
inheritance of, 119

in Java object serialization, 355
static and final

in anonymous classes, 134
in local classes, 130

constrained properties, 213, 217, 298
changes, prohibiting, 301

Constructor class, 67, 436
constructors, 65, 94−98

anonymous classes and, 134
chaining, default constructor and,

104
classes, 434
defining, 94

multiple, 95
field initialization code in, 96
inter faces and, 118
invoking from another constructor,

95
local classes, enclosing instance

passed to, 131
member classes, 128
naming, declaring, and writing, 95
refer ences to, in @see doc com-

ment tag, 230
subclass, 103
superclass, 103

containers for JavaBeans and bean
contexts, 214, 311

BeanContext interface, 307

containing classes
associating instance with local

class, 130
instance, specifying for member

class, 128
containment hierarchy, 129
containment protocol (JavaBeans), 221
ContentHandler class, 192, 451
ContentHandlerFactory interface, 451
context objects for JavaBeans, 142
context, bean, 221
continue statements, 53

labels, use of, 45
contr ol flags, login module, 799
conventions

capitalization, 222
documentation, 222−233
for JavaBeans, 214−220
naming, 222
for portability, 223−225

converting data types
buf fers of bytes to buffers of char-

acters, 179
bytes to strings, 379
casting, 43
char to other types, 28
char values to integral types, 24
collections to/from arrays, 157
files to/from URIs, 334
floating-point to integers, 28
inheritance and, 102
int literals to shorter types, 24
Java source code to ASCII, 268
numbers to/from strings, 151
objects to byte streams, 170
primitive, listing of conversions, 28
refer ence types, 79

arrays, 80
objects, 80

to strings, 35
strings to integer values, 25
strings to integers, 399
strings to longs, 401
strings to/from shorts, 413
Unicode strings to/from bytes, 143
widening and narrowing conver-

sions, 27
copying files, using FileChannel

objects, 183
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cor e Java APIs, 3, 14
corrupted data streams, 368
counters for loops, incrementing, 36,

50
CRC32 class, 727, 729
Cr edentialExpir edException class, 801
critical sections, 54
CRL class, 587
CRLException class, 588
CRLSelector interface, 588
cryptographic-str ength random num-

bers, 153
cryptographic-str ength checksums (see

message digests)
cryptography, 199−201, 204

arbitrary-pr ecision integers, using,
444

DSA and RSA public and private
keys, 598

encrypted objects, 201
encryption and decryption with

Cipher, 200
Java Cryptography Extension (JCE),

534
javax.crypto package, 738
javax.crypto.inter faces package,

754
keytool program, 265−268
principals in cryptographic transac-

tions, 558
public/private key

classes for authentication , 534
converting between Key and

KeySpec, 548
in digital signatures, 197
packages for, 143
PrivateKey interface, 558
PublicKey interface, 562

resources for further reading, 739
secr et key, 199, 752, 760

Kerber osKey class, 795
service provider, not available, 555
symmetric-key, 199

Curr ency class, 653
curr ency symbols (Unicode), in identi-

fiers, 21
curr ently running thread, 424
curr entTimeMillis( ) (System), 154

Customizer interface, 214, 220, 286
customizing documentation format

with javadoc, 252

D

data
compr essing and writing to file,

168
hiding and encapsulating, 110−115

access control, 111−115
str eaming (see input/output,

str eams)
data accessor methods, 114
data types, 13

bean properties, editor for, 219
buf fer classes for, 179
classes as, 66
comparing differ ent, 36
conditional operands, 41
converting (see converting data

types)
declaring for variables, 45
fields, initializing, 96
inter faces as, 120
method retur ns, 65
operand, 32
primitive, 22−28

boolean, 16, 23, 378
char, 23, 380
conversions between, 27
double, 391
float, 394
floating-point types, 14, 25
int, 399
integer types, 24
long, 401
short, 413
textual repr esentations of, 360
wrapper classes for, 151, 374

refer ence, 22, 29, 74−81
arrays, 69−74

reflection and dynamic loading,
158

retur n, for operators, 33
strings, 27, 67, 145
switch statement with case labels,

50
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data types (continued)
vs. values repr esented by, 66
void, 431

DataFor matException, 730
DatagramChannel class, 187
DatagramPacket class, 175, 448, 452
DatagramSocket class, 175, 452
DatagramSocketImpl class, 454
DatagramSocketImplFactory interface,

455
DataInput interface, 330
DataInputStr eam class, 324, 331
DataOutput interface, 332
DataOutputStr eam class, 324, 333
DateFor mat class, 154, 619

Field class, 621
DateFor matSymbols class, 622
dates and times, 636

calculating with Calendar class, 646
classes for, 154
curr ent time in milliseconds, 423
date arithmetic with Calendar class,

154
Date class, 654
DateServer class (example), report-

ing current time, 187
for matting dates with DateFormat,

154
for matting with SimpleDateFormat

class, 632
Locale class and, 668
period of validity (in days) for cer-

tificates, 268
SimpleT imeZone class, 678
TimeZone class, 683

deadlock in thread synchronization,
163

debug( ), 178
debugging

applets, –debug option, 235
assertions, enabling for, 60
HTTP clients, 174
java interpreter, enabling for, 244
java_g (debugging version of Java

interpr eter), 243
jdb debugger for Java, 261−265
logging, using for, 178

decimal places, specifying, 444
DecimalFor mat class, 622
DecimalFor matSymbols class, 624

declaring
class fields, 89
constructors, 95
exceptions, 56
fields, variables vs., 96
methods, public static void declara-

tion, 12
variables, 13

local variable declaration state-
ments, 45

placement of declaration, 16
decoding byte sequences into charac-

ter strings, 182
decr ement (- -) operator, 36
decr ement expr ession statements, 44
decr ementing array index variable, 71
decryption (see encryption/decryption

of data)
default: label, switch statement, 49
DefaultHandler class, 192
DefaultPersistenceDelegate class, 286
defining

classes, 11, 66
NoClassDefFoundErr or, 404
restricting untrusted applets

fr om, 237
simple (Circle class example),

89
static initializers, 97

constructors, 94
multiple, 95

inter faces, 118
Center ed inter face (example),

118
Java programs, 84
local classes, 129
methods, 12
packages, 82
system classes, portability and, 225

Deflater class, 730
DeflaterOutputStr eam class, 731
DelegationPer mission class, 794
deleting

files, permission for, 339
temporary files, 100, 335

Depends-On attribute, JAR file mani-
fest, 220

@depr ecated doc comment tags, 231,
233
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depr ecated featur es, ommitting from
javadoc documentation, 255

DESedeKeySpec class, 756
deserializing objects, 170
design patterns (see JavaBeans, con-

ventions)
Design-T ime-Only attribute, JAR file

manifest, 220
DesignMode interface, 221, 287
DESKeySpec class, 757
Destr oyable class, 784
Destr oyFailedException class, 784
destr oying objects, 98−101
development tools (see SDK)
DHGenParameterSpec class, 757
DHKey interface, 755
DHParameterSpec class, 758
DHPrivateKey interface, 755
DHPrivateKeySpec class, 758
DHPublicKey interface, 755
DHPublicKeySpec class, 758
Dictionary class, 655
Dif fie-Hellman key-agr eement algo-

rithm, 747
parameters, generating set, 757
public/private key pairs, 754
public/private keys, 756

inter faces repr esenting, 144
thr ee-party agr eement, 747

DigestException class, 542
DigestInputStr eam class, 168, 534, 542
DigestOutputStr eam class, 534, 542
digital signatures, 197, 205

algorithm that signs a certificate,
268

JAR files, 241
Signatur e class, 566
Signatur eSpi class, 567
SignedObject class, 568
Signer class, 568
wrapping around an object, 198

dir ectories, 165
cr eating, 335
naming, portability and, 225
read permission for untrusted

applets, 236
write permission for untrusted

applets, 236
disabling assertions, 61
displaying output, 14

distinguished name for X.500 certifi-
cate, 267

distributed (enterprise) computing,
packages for, 145

distributing beans, 220
division (/) operator, 34
do loops, continue statement, starting

new iteration, 53
do statements, 51
do/while statements, 51
doc comments, 21, 225−233

in a class (example), 226
images in, 227
in javadoc program output, 252
overview, use by javadoc, 256
for packages, 233
spaces in, 227
structur e of, 227
tags, 227−233

inline, within HTML text, 232
doclet API, customizing documenta-

tion format with, 252
{@docRoot} doc comment tag, 233
documentation

for beans, 220
comments (see doc comments)
conventions for, 222−233
inheritance of, in doc comment

tags, 233
JavaBeans methods, 219
javadoc tool, 252−257
locale, specifying for country and

language, 255
undocumented classes in Java

implementations, 224
DOM (Document Object Model), 191

DocumentBuilder class, 806
DocumentBuilderFactory class, 807
inter faces repr esenting XML docu-

ment as DOM tree (W3C),
145

Java binding to core and XML mod-
ules, 833

parser for XML, 144, 193
tr ee repr esentation of XML docu-

ments, 194
XML transformation classes, 144

domain names, using in package nam-
ing, 83
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DomainCombiner interface, 543
double data type, 14, 16, 25

Double class, 26, 151, 391
DoubleBuf fer class, 489
infinity, repr esenting, 26

DSA and RSA public and private keys,
143, 598

repr esenting and encoding, 602
DSA encryption algorithm, 267
DSAKey interface, 599
DSAKeyPairGenerator interface, 599
DSAParameterSpec interface, 603
DSAParams interface, 599
DSAPrivateKey interface, 600
DSAPrivateKeySpec interface, 603
DSAPublicKey interface, 600
DSAPublicKeySpec interface, 604
DTDHandler interface, 192
dynamic class creation, 159
dynamic class instantiation, 67
dynamic class loading, 158

JavaBeans, 213
dynamic method lookup, 108

abstract methods, 117

E

Editor class, 219
editors

bean properties, 214, 299
manager for, 300
Pr opertyEditorSupport class, 300
for specific type, 219

text, 10
Element interface, 193
elements, array, 14

[ ]  access operator, 43
else clause (if/else statements), 47
else if clause, 48
emacs text editor, 10
empty collections, 650
empty interfaces, 122
empty statements, 45
EmptyStackException, 655
enabling assertions, 61
encapsulation of data, 110−115

access control, 111−115
inheritance and, 113

enclosing classes (see containing
classes)

encode( ) (CharsetEncoder), 182
EncodedKeySpec interface, 604
Encoder class, 287
–encoding enc option (appletviewer),

235
encoding/decoding data

characters, 522
text with charsets, 182
tool for, 268
Unicode strings to/from bytes, 143
URLDecoder class, 479
URLEncoder class, 479
XMLEncoder and XMLDecoder

classes, 305
encoding, character, 20
EncryptedPrivateKeyInfo class, 744
encryption/decryption of data,

199−201, 738
with Cipher class, 200

input/output streams, 200
encrypted network communication

using SSL, 144
package for, 144
with SealedObject class, 201
secr et keys, 199
(see also cryptography)

end users, security for, 208
enforcing method preconditions, 62
enterprise computing, packages for,

145
EntityResolver interface, 192
Entry interface (Map), 671
Enumeration interface, 656

enumeration implemented as mem-
ber class (example), 125

implemented as an anonymous
class, 133

Iterator interface vs., 662
Enumerator class, 126

defining as local class, 130
envir onment variables

CLASSPATH, 84
javac compiler, 251
setting for interpreter, 248
use by appletviewer, 236

HOME, Windows platforms, 236
JAVA_COMPILER, for JIT, 243
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EOFException class, 56, 333
equal to (= =) operator, 26, 36, 77, 156
equality, comparing strings for, 418
equals( )

Arrays class, 78, 155
Object class, 78
String class, 150

equivalence, testing objects for, 78
Err or class, 56, 375, 393
err or messages, 56
Err orHandler inter face, 192
err ors, 17

assertion, 60, 378
in assertions, 63
checkErr or( ) (PrintWriter), 362
Err orManager class, 696
IllegalAccessErr or, 396
inter nal, in Java interpreter, 401
Java Virtual Machine, 430
standard error stream for the sys-

tem, 423
Thr eadDeath, 426
Thr owable inter face and, 428
UnknownErr or class, 429

escape sequences
for ASCII characters, 23
in char literals, listed, 23
in string and char literals, 68
string literals, 27
for Unicode characters, 20

escapes, character, in regular expres-
sions, 149

EUC-JP charset (Japanese text), 183
evaluating expressions, 29

operator associativity and, 32
order of, 34

event model, AWT (Java 1.0 and 1.1),
portability and, 225

events
bean context-related, 311
BeanContextMembershipEvent

class, 311
BeanContextServiceAvailableEvent

class, 313
Event class, 218
EventHandler class, 288
EventListener interface, 212, 218,

656
EventListenerPr oxy class, 657
EventObject class, 212, 218, 657

EventSetDescriptor class, 213, 289
JavaBeans model, 212

conventions for, 218
listeners for, registering, 216
Pr efer enceChangeEvent class, 714
Pr opertyChangeEvent class, 296
SSLSessionBindingEvent, 775

examples in this book available
online, xviii

@exception doc comment tag, 229
exceptions, 17

arithmetic, 26
ArithmeticException class, 25
bean property accessor methods,

216
catching and handling with jdb

debugger, 262
chaining, 439
classes, 56
Exception class, 56, 375, 393
ExceptionListener interface, 290
handlers for, 55
handling with try/catch/finally

statements, 57−60
indexed property accessor meth-

ods, 216
RuntimeException class, 410
Thr owable inter face, 375, 428
thr owing, 55−57, 65

exclamation point (see !, under Sym-
bols)

exclusive file locks, 185
Exclusive OR (boolean XOR operator),

39
exec( ) (Runtime), conventions/rules

for, 224
executable JAR files, running pro-

grams from, 242
executing files, permission for, 339
ExemptionMechanism class, 745
ExemptionMechanismException class,

746
ExemptionMechanismSpi class, 746
exponentiation, 25, 403
exponentiation functions, 152
export regulations (cryptographic

technology), 738
exportPr efer ences(), 178
Expr ession class, 291
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expr ession statements, 44
expr essions, 15

anonymous class definitions as, 133
assertion, 60

side effects of, 63
combining, caution with, 35
evaluating in loops, 16, 50

continue statement and, 53
initializing and updating loop

variables, 52
operators and, 29−43

( )  (par entheses), use of, 31
arithmetic operators, 34
assignment operators, 40
associativity of operators, 32
bitwise and shift operators, 39
Boolean operators, 37
comparison operators, 36
conditional operator, 41
instanceof operator, 42
operand number and type, 32
order of evaluation, 34
relational operators, 37
retur n types, 33
side effects, 33
special (language construct)

operators, 42
summary of operators, 30
ter nary operator, 32

extcheck utility, 238
extending

classes, 102
top-level class extending mem-

ber class, 128
inter faces, 122

extensions, 3
standard, portability and, 225

exter nal pr ograms (pr ocesses), Java
pr ogram communicating
with, 196

Exter nalizable inter face, 232, 334
extracting

characters and subsequences from
readable character
sequences, 147

JAR contents, 239

F

factorials, computing (example pro-
gram), 9−18

FactoryConfigurationErr or class, 808
FailedLoginException class, 801
Featur eDescriptor class, 213, 282, 291
fields

accessible to local classes, 131
capitalization/naming conventions,

223
class, 89

in class serialization, 354
classes, 434
date fields in formatted output, 621
defaults and initializers, 96−98
depr ecated (@depr ecated doc com-

ment tag), 231
Field class, 437
FieldPosition class, 625
For mat.Field class, 626
GetField class, 350
inheritance in subclassing, 102
inherited, initializing, 103
input, output, and error (system),

423
instance, 89, 91
MessageFor mat.Field class, 628
NoSuchFieldErr or, 404
NoSuchFieldException, 404
NumberFor mat.Field class, 630
ObjectOutputStr eam.PutField, 353
refer ences to, in @see doc com-

ment tag, 231
serializing multiple class versions

or implementations, 352
static, final, in interfaces, 118
superclass, shadowing, 106

method overriding vs., 107
File class, 165, 323, 334

additional functionality (Java 1.2),
165

listing files in a directory, 133
file pointer, 185
file separators, 234
file structure, 83
file: protocol, 171
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FileChannel class, 183
file locks, exclusive and shared,

185
memory mapping a file, 184
random access to file contents, 185

FilenameFilter interface, 133, 338
filenames, 11

concatenating to directory name,
225

hardcoded, portability and, 225
files, 165

associated with unused objects,
closing or deleting, 100

binary, reading, 167
class, 84
FileDescriptor class, 336
FileFilter interface, 337
FileHandler class, 697
FileInputStr eam class, 165, 323, 337

SecurityManager and, 205
FilenameFilter interface, 323, 338
FileNameMap interface, 455
FileNotFoundException, 56, 338
FileOutputStr eam class, 323, 338
FilePer mission class, 206, 339
FileReader class, 340
FileWriter class, 340
FilterInputStr eam class, 341
input/output, 183−185

copying file (example code),
183

memory mapping a file with
FileChannel, 184

RandomAccessFile class, 323, 364
read permission for untrusted

applets, 236
reading binary data from arbitrary

locations in, 166
text, reading, 167
write permission for untrusted

applets, 236
ZipFile class, 735

fill( ) (Arrays), 155
Filter interface, 699
FilterInputStr eam class, 323
FilterOutputStr eam class, 323, 341
FilterReader class, 342
FilterWriter class, 342

final modifier, 89, 138
classes, 103

abstract methods and, 116
local classes and, 131
in local method definitions, 130
method lookup, 109
in variable declarations, 46

finalize( ), 100
finalizing objects, 98−101, 423

finalizers, 100
chaining and, 105

finally clause, 59
fir ewalls, appletviewer and, 237
flip( ), 182
float data type, 25

infinity, repr esenting, 26
floating-point data types, 25, 143, 152,

444
% (modulo) operator and, 35
/ (division) operator, retur ning, 34
BigDecimal class, 153
converting to integer types, 28
converting to integers, 28
double, 14
Float and Double wrapper classes,

26
Float class, 151, 394
FloatBuf fer class, 490
strictfp modifier, 139
testing for NaN, 36

floor( ) (Math), 28
flow control statements, 15, 43

retur n statement, 15, 17
for loops

array indexing in, 71
continue statement, starting new

iteration, 53
empty loop body, 45
initializing, testing, and updating

variables, 51
For mat class, 625

Field class, 626
For matter class

SimpleFor matter class, 708
XMLFor matter class, 709

for matting
anonymous class definitions, 135
dates and times, 619

ftp: protocol, 171
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fully qualified class names, 81, 242
refer ences to classes in other pack-

ages, 82
functions, 19

mathematical, 152
(see also methods)

G

garbage collection, 79, 86, 98, 431
classes, disabling for, 247
forcing to run synchronously, 410
incr emental, interpr eter option for,

246
jdb debugger command for, 263
OutOfMemoryErr or, 407
phantom refer ences, 432
printing message upon occurrence,

246
system, 423
weak refer ences, 433
WeakHashMap class, 688

GatheringByteChannel interface, 181
GeneralSecurityException class, 543
generating quick-refer ence material,

xix
Generic Security Services (GSS) API,

Java binding of, 145, 826
get and set property accessor meth-

ods, 212−214
conventions, 215

bound properties, 216
constrained properties, 217
indexed properties, 216

getChannel( ), 183
getCurr encyInstance() (NumberFor-

mat), 152
getenv( ) (System), 224
getFD( ), 336
GetField class, 350
getLogger( ) (Logger), 178
getMessage( ), 56
getPr operty() (System), 176
getResource( ), 221
getResourceAsStr eam( ), 221
getService( ), 221
global variables

class fields as, 90
Java, not existing in, 85

graphical user interfaces (see GUIs)
graphics, packages for, 145
gr eater than (>) operator, 16, 37
gr eater than or equal (>=) operator, 37
Gr egorianCalendar class, 658
Gr oup inter face, 571
Guard interface, 544
GuardedObject class, 534, 544
GUIs (graphical user interfaces)

availability of for Java VM, 285
beans as components, 211
beans, specifying need for , 304
changes in bound properties of

components, 282
packages for, 145

GZIPInputStr eam class, 732
GZIPOutputStr eam class, 732

H

halting a system, 409
hand-held devices

Java 2 Platform, Micro Edition
(J2ME), 6

Java interpreter for, 4
Handler class, 699
handlers for exceptions, 55

try/catch/finally statements, 57−60
HandshakeCompletedEvent class, 765
hardcoded filenames, conventions/

rules for, 225
hashcode, computing for objects, 423
HashMap class, 156, 658

LinkedHashMap class, 663
HashSet class, 659

LinkedHashSet class, 664
Hashtable class, 156, 660

Pr operties subclass, 176
hashtables, causing memory leaks, 100
hasService( ), 221
help

javadoc-generated documentation,
254

javap tool, 260
hexadecimal numbers, 25
hiding data, 110−115

access control, 111−115
inheritance and, 113
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hierarchy, class, 80
containment hierarchy vs., 129
superclasses, Object class and, 103

HOME environment variable
Windows platforms, 236

HostnameVerifier interface, 766
hosts

interpr eter, connecting to jdb
debugger, 261

UnknownHostException, 472
HotSpot VM

client and server versions, 243
interpr eted mode without JIT, 246

HTML tags
<A> (hyperlinks) tag, avoiding, 227
for applets, 234
in doc comments, 225, 227
<PRE> tag, 227

HTTP server, 174
http: protocol, 171
https: protocol, 171, 764

SSL as basis of, 173
HttpsURLConnection class, 767
HttpURLConnection class, 455
hyperlinks or cross refer ences in doc

comments, 227

I

identifiers, 21
assert, 60
method names, 65

identity certificates (see certificates)
Identity class, 544
IdentityHashMap class, 156, 661
IdentityScope class, 545
if statements, 15

assertions in, 62
if/else statements, 46

else if clause, 48
IllegalAccessErr or class, 396
IllegalAccessException class, 396
IllegalArgumentException, 396
IllegalBlockSizeException, 746
IllegalMonitorStateException class, 397
IllegalStateException, 397
IllegalThr eadStateException class, 397
images in doc comments, 227
immutability of String objects, 145

implementation
of interfaces, 119
local and anonymous class, 137
member class, 137
of methods, 64
of multiple interfaces, 121
portable Java code, conventions/

rules for, 224
static member classes, 136

implements (keyword), 119
implies( ) method, Permission sub-

classes, 207
importing

classes and packages, 82
static member classes, 125

importPr efer ences(), 178
IncompatibleClassChangeErr or, 398
incr ement (++) operator, 33, 35
incr ementing

array index variable, 71
counter variable for loop, 50
in expression statements, 44

indentation
anonymous class definitions and,

135
in doc comments, code examples

and, 227
nested statements, 15, 47

index files, javadoc, not generating,
255

indexed properties, 213
conventions for, 216

IndexedPr opertyDescriptor class, 292
indexes

array, 43, 70
generating multiple index files,

javadoc, 256
JAR files, 240

IndexOutOfBoundsException, 398
Inet4Addr ess class, 457
Inet6Addr ess class, 458
InetAddr ess class, 448, 458
InetSocketAddr ess class, 186, 459
infinite loops, 50

for(;;), 52
infinity, 26

% (modulo) operator and, 35
Inflater class, 733
InflaterInputStr eam class, 733
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info( ), 178
InheritableThr eadLocal class, 398
inheritance, 80

access control and, 113
{@inheritDoc} doc comment tag,

233
inter faces, constants in definitions,

119
method implementations, 140
scope vs., for member classes, 129
subclasses and, 101−110

class hierarchy, 103
constructor chaining and the

default constructor, 104
fields and methods, 102
overriding superclass methods,

107−110
shadowing superclass fields, 106
subclass constructors, 103

initialization vectors (Cipher), 741, 759
initializers, 96−98

ExceptionInInitializerErr or, 394
IllegalAccessException, 396
static, 139
in variable declarations, 46

initializing
arrays, 72

multidimensional, 73
fields, inherited, 103
loop variables, 51
objects, 94−98

inline tags (doc comment), 232
inner classes, 122

anonymous, 123
how they work, 136−138
local classes as, 123
member classes, 125−129

input streams
Buf feredInputStr eam class, 324, 326
Buf feredReader class, 327
ByteArrayInputStr eam class, 323,

328
CharArrayReader class, 329
CheckedInputStr eam class, 728
CipherInputStr eam class, 200, 743
DataInputStr eam class, 324, 331
DigestInputStr eam class, 542
FileInputStr eam class, 165, 323, 337
FilterInputStr eam class, 323, 341
FilterReader class, 342

GZIPInputStr eam class, 732
InflaterInputStr eam class, 733
InputStr eam class, 323, 343
InputStr eamReader class, 344
JarInputStr eam class, 693
LineNumberInputStr eam class, 346
LineNumberReader class, 347
ObjectInputStr eam class, 324, 348

GetField class, 350
PipedInputStr eam class, 323, 358
PipedReader class, 359
PushbackInputStr eam class, 363
PushbackReader class, 364
Reader class, 366
SequenceInputStr eam class, 367
StringBuf ferInputStream class, 370
StringReader class, 370
ZipInputStr eam class, 736

input/output, 142
classes for (java.io package), 81,

323
displaying output, 14
input values, checking validity of,

15
InterruptedIOException class, 345
IOException class, 346
JAR files, reading from/writing to

standard output, 239
for keytool program, 267
New I/O API, 179−191

buf fer operations, 179
channel operations, 181
CharBuf fer inter face, 147
client-side networking, 186
encoding and decoding text

with charsets, 182
files, working with, 183−185
nonblocking I/O, 143, 187−191

NotActive Exception, 347
ObjectInput interface, 348
ObjectInputValidation class, 351
ObjectOutput interface, 351
ObjectStr eamClass class, 354
ObjectStr eamConstants inter face,

355
ObjectStr eamException class, 356
OptionalDataException class, 357
pr ofiling output, printing to stan-

dard output, 247
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input/output (continued)
for Socket objects, 466
Str eamCorruptedException, 368
str eams, 166−171

arrays and strings, streaming
data to/from, 169

compr essing data and writing to
file, 168

console input, reading, 166
InputStr eam class, 166
message digests, computing, 168
OutputStr eam class, 166
piped, thread communication

with, 169
printing text to output stream,

167
reading binary file, 167
reading lines from text file, 167

system, 423
thr ead blocking during, 164
for URL connections, 477, 479
(see also input streams; output

str eams)
installed extensions, checking for, 238
instance fields, 89, 91

default initialization of, 96
inter faces and, 118
superclass, shadowing, 106

instance initializers, 98
substituting for constructors, 134

instance methods, 89, 91−94
choosing between instance and

class methods, 93
inter faces, 118
overriding superclass methods,

107−110
synchr onized, 55

instanceof operator, 42
marker interfaces, identifying with,

122
instances, class

cr eating, 386, 436
cr eating dynamically, 67

InstantiationErr or class, 399
InstantiationException class, 399
integer literals, 25

integers, 399
% (modulo) operator and, 35
arbitrary precision, package for,

143
arbitrary-pr ecision, math, 444
BigInteger class, 153, 446
int data type, 13, 399

IntBuf fer class, 491
Integer class, 13, 25, 151, 399
integer types, 24

array access ([ ]) operator and,
33

in array index values, 70
converting to/from floating-

point types, 28
wrapper classes for, 25

(see also primitive data types)
inter faces, 66, 117−122

abstract classes vs., when to use,
120

abstract modifier in declarations,
138

capitalization/naming conventions,
222

as data types, 120
defining, 118
depr ecated (@depr ecated doc com-

ment tag), 231
dynamic proxies, implementing

with, 159
extending, 122
implementing, 119

multiple, 121
InstantiationErr or, 399
InstantiationException, 399
local scope and, 130
marker, 122
member classes, inability to define

as, 127
modifiers, summary of, 138−140
refer ences to, in @see doc com-

ment tag, 229
as static member classes, 123

featur es of, 124
restrictions on, 125

Inter nalError, 401
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inter nationalization, 8
applications, package for, 143
comparing human-readable strings

with Collator class, 150
curr ency for matting, 653
date and time formatting, 154, 619
for matting numbers for differ ent

locales, 152, 622, 628
java.text package, 609
Locale class, 668
locale, specifying for documenta-

tion, 255
localized resources for, 676
sorting text strings for locales, 618
string case conversions, 417

Inter net domain names, using in pack-
age naming, 83

interpr eted mode, operating HotSpot
VM in, 246

interpr eter (see Java interpreter; JVM)
interrupt( ), 164
interrupted( ) (Thr ead), 164
InterruptedException class, 164, 401
InterruptedIOException class, 345, 453
InterruptibleChannel class, 164
interrupting threads, 426
intr ospection (JavaBeans), 213, 216
Intr ospectionException class, 293
Intr ospector class, 213, 282, 284, 293
InvalidAlgorithmParameterException,

546
InvalidClassException class, 345
InvalidKeyException, 546
InvalidKeySpecException, 604
InvalidMarkException class, 492
InvalidObjectException, 345
InvalidParameterException, 547
InvalidParameterSpecException, 605
invisible beans, 212
InvocationHandler interface, 159, 434,

438
InvocationTargetException, 439
invoking methods, 12

( )  (method invocation) operator,
43

class methods, 90
constructors, from another con-

structor, 95
in expression statements, 44

instance methods, 92
overridden, 109

IOException class, 346
isBound( ) (Pr opertyDescriptor), 216
isDesignT ime( ), 221
isInterrupted( ), 164
isNaN( )

Double class, 36
Float class, 36

ISO Latin-1 character set, 20
iterations, 17

CharacterIterator interface, 615
CollationElementIterator interface,

616
ListIterator interface, 667
in loops, starting new with con-

tinue statement, 53
StringCharacterIterator class, 634

Iterator interface, 156, 662
IvParameterSpec class, 759

J

J2EE (Java 2 Platform, Enterprise Edi-
tion), 6

JAAS (Java Authentication and Autho-
rization Service), 144

JAR files, 238
classes for reading and writing, 689
digital signatures for, 205
executable, running program in,

242
extension, checking whether

installed, 238
JavaBeans, conventions for, 220
manifest, 690, 694
package for, 143
retrieving, 460
running programs by specifying, 85
(see also jar tool; jarsigner tool)

jar tool, 238−241
files, 240
options, syntax of, 239

JarEntry class, 689, 691
JarException class, 692
JarFile class, 689, 692
JarInputStr eam class, 693
JarOutputStr eam class, 694
jarsigner tool, 241

Index 941

7 March 2002 11:43



JarURLConnection class, 460
Java, 3−8

benefits of, 6−8
case sensitivity, 10
lear ning, 20
per formance, 8
platfor m, 3
pr ogramming language, 3
str ong typing in, 13
versions, 5

1.1, security and, 203
1.2, 4

Virtual Machine, 3
Java 2 Platform, 4

Enterprise Edition, 6
Micr o Edition, 6

Java API, 14, 202
java command, 84
Java Cryptography Extension (JCE),

204, 534, 738
Java Development Kit (see SDK)
Java Documentation Generator (see

javadoc program)
.java file extension, 83
Java interpreter, 4, 242−248

classpaths, specifying for, 84
evaluating expressions, 16, 29
garbage collection, 99
Inter nalError, 401
java command-line program, 10
jdb debugger, connection to, 261
just-in-time (JIT) compiler, specify-

ing, 243
loading classes, 247
main( ) method, 12
OutOfMemoryErr or, 407
running programs, 84
StackOver flowError, 414
thr eading system, specifying, 244
versions, 243

Java Keystore (JKS) type, 242, 268
Java language, 3

C programming language, differ-
ences between, 85−87

java.lang package, 81, 374
modifiers, summary of, 138−140
as pass-by-values language, 79
resources for further information,

19
syntax, 19−87

Java Native Interface (JNI), 258
Java platform, 3, 142−201

arrays, 155
collections, 156−158
cryptography, 199−201
dates and times, 154
files and directories, 165
input/output streams, 166−171
JAXP (Java API for XML Process-

ing), 191−196
Logging API, 178
Micr osoft pr oprietary extension of,

224
networking, 171−176

JSSE (Java Secure Sockets Exten-
sion), 172

New IO API, 179−191
numbers and math, 151−153
packages, 81

key, listing of, 142−145
Pr efer ences API, 177
pr ocesses (pr ograms running exter-

nal to interpreter), 196
security, 196−199
Standard Edition, 6
strings and characters, 145−151
thr eads, 160−165
“Write once, run anywhere”, 6

Java Plug-in, 6
Java programming

commercial products for, 9
conventions for, 222−233
example program, 9−18
Java language (see Java language)
network-centric, 7
object-oriented, 88−141
online resources, xvii
online tutorial, 17
related books on, xvi

Java Runtime Environment (see JRE)
Java Secure Sockets Extension (JSSE),

172, 764
java utility, 242−248

versions, 243
java.awt package, 145, 211
java.awt.peer package, conventions/

rules for, 224
java.beans package, 142, 211, 282−306
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java.beans.beancontext packages, 142,
211, 214, 221, 306−322

JAVA_COMPILER environment vari-
able, 243

java.io package, 81, 142, 166, 323
RandomAccessFile class, 166
serializing/deserializing objects, 170
str eam classes for reading from/

writing to arrays and strings,
169

str eam classes, piped, 169
java.lang package, 81, 142, 151, 374
java.lang.r ef package, 143, 431
java.lang.r eflect package, 143, 158, 434
java.math package, 143, 153, 444
java.net package, 81, 143, 171, 448
java.nio package, 179
java.nio.channels package, 179, 181,

495
server-side networking, 187

java.nio.charset package, 179, 182
java.policy file, 208
java.security package, 143, 196, 533

digital signatures, 205
message digests, 168

java.security.acl package, 143, 570
java.security.auth package, 144
java.security.cert package, 143, 573
java.security.inter faces package, 143,

598
java.security.spec package, 143, 602
java.text package, 143, 609
java.util package, 81, 143, 635

collections, working with, 156
java.util.jar package, 143, 689
java.util.logging package, 143, 178
java.util.pr efs package, 143, 177
java.util.zip package, 144, 168, 727
JavaBeans, 142, 211−221, 282−322

bean basics, 212−214
bean context, 214
customizing beans, 214
event model, 212
intr ospection mechanism, 213
methods, 213
Persistence API, 214
pr operties, 212
pr operties, specialized subtypes,

213
@beaninfo doc comment tag, 232

component model, 221
conventions, 214−220

auxiliary classes provided by a
bean, 219

bean packaging and distribu-
tion, 220

beans, 215
bound properties, 216
constrained properties, 217
events, 218
indexed properties, 216
for methods, 219
pr operties, 215

customizing, auxiliary classes for,
220

serialization mechanism for compo-
nents, 170

specification, web site, 212
javac compiler, 10, 248−251

assert statements, handling, 60
character encoding requir ed by,

268
options, 249−251

javadoc program, 21, 252−257
customizing documentation format,

252
HTML documentation, creating, 225

javah program, 257
javakey program, 205
javap class disassembler, 259
javaw interpreter, 243
javaw_g interpreter, 243
javax.crypto package, 144, 199, 204,

738
javax.crypto.inter faces package, 144,

754
javax.crypto.spec package, 144, 756
javax.net package, 144

JSSE (Java Secure Sockets Exten-
sion), 172

javax.net.ssl package, 144
JSSE (Java Secure Sockets Exten-

sion), 172
javax.security.auth.callback package,

144
javax.security.auth.kerber os package,

144
javax.security.auth.login package, 144
javax.security.auth.spi package, 144
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javax.security.auth.x500 package, 144
javax.swing package, 145, 211
javax.xml.parsers package, 144, 191
javax.xml.transfor m package, 191, 194
javax.xml.transfor m.sax package, 144
javax.xml.transfor m.stream package,

145
JAXP (Java API for XML Processing),

191−196
SAX parser, 192
transfor ming XML documents, 194

JCE (Java Cryptography Extension),
204, 534, 738

JCEKS keystore, 242
jdb debugger, 261−265

commands, 262−265
options, 261

JDK (Java Development Kit) (see
SDK)

JIT (just-in-time) compilers, 4, 391
using with frequently used meth-

ods, 247
per formance improvements with, 8
specifying for Java interpreter, 243

JKS (Java Keystore) type, 242, 268
join( ) (Thr ead), 162, 164
JRE (Java Runtime Environment), 6

SDK vs., 9
JSSE (Java Secure Sockets Extension),

172, 764
just-in-time compilers (see JIT compil-

ers)
JVM (Java Virtual Machine), 3

array initialization, 72
interpr eted mode without JIT

(HotSpot), 246
jdb debugger, connecting to, 261
per formance tuning and optimiza-

tion, 8
security, 203
UnknownErr or, 429
versions, 243
VirtualMachineErr or, 430

K

Kerber os pr otocol, authentication, 144
Kerber osKey class, 795
Kerber osPrincipal class, 796
Kerber osTicket class, 796
key-agr eement algorithms, 747
KeyAgr eement class, 747
KeyAgr eementSpi class, 748
KeyGenerator class, 749
KeyGeneratorSpi class, 749
KeyManagementException class, 549
KeyManager interface, 767
KeyManagerFactory class, 768
KeyManagerFactorySpi class, 769
KeyPair class, 549
KeyPairGenerator class, 534, 550
KeyPairGeneratorSpi class, 550
keys, cryptographic

converting between Key and
KeySpec, 548

DES key, 757
DSAKey interface, 599
invalid, 546
Key interface, 547
KeyException class, 547
KeyFactorySpi class, 548
KeySpec interface, 605
password-based, 756
RSA, 600
secr et keys (symmetric), generat-

ing, 749
Secr etKey inter face, 752
triple-DES key (DESede), 756
Unr ecoverableKeyException, 569

keystor e, 265
password, changing, 266

KeyStor e class, 534, 551
KeyStor eException class, 552
keystor es, 265

–keystor e url option, jarsigner, 241
for policy files, 269
type, specifying, 242, 268
(see also keytool program)
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KeyStor eSpi class, 552
keytool program, 199, 265−268

commands, 265
options, 267

keywords, 22
abstract, 116
for access control, 111
assert, 60
br eak, 52
case, 49
extends, 102
final, 46
if, 15
implements, 119
import, 82
inter face, 118
lines, 250
listing of, 22
new, 67
null, refer ences, assigning null

value, 78
package, 82
private, 105
public, 105
source, 250
static, 91

member classes and, 123
static initializers, 97

summary of, 138−140
super, 103, 109

referring to superclass members
of containing class, 127

switch, 49
synchr onized, 55
thr ows, 65
vars, 250
void, 54, 65
(see also modifiers)

L

labeled statements, 45
continue statement, 53

language constructs, 42
LanguageCallback class, 792

languages, 78
Eur opean, numbers in, 152
inter national, repr esenting with

Unicode, 8
(see also programming languages)

last-in-first-out (LIFO) stacks, 680
LastOwnerException class, 572
Latin-1 character set, 20, 182

escape sequences, 24
reading from input channel, con-

verting to UTF-8, and writing
to output channel, 185

LDAPCertStor eParameters class, 588
left shift (<<) operator, 40
left-to-right associativity, 32
length

of arrays, 71, 435
readable sequence of characters,

147
of strings, 416

less than (<) operator, 37
less than or equal to (<=) operator, 37
levels of severity, log messages, 700

log messages, 178
lexical scoping, 46, 132
lib/security/java.policy file, 208
LIFO (last-in-first-out) stacks, 680
line separators, conventions/rules for,

225
LineNumberInputStr eam class, 346
LineNumberReader class, 347
lines keyword, 250
lines, blank, 15
@link tags, 227, 232, 233
LinkageErr or class, 401
LinkedHashMap class, 156, 663
LinkedHashSet class, 156, 664
LinkedList class, 664
links (UnsatisfiedLinkError), 429
Linux platforms

Java interpreter, 4
SDK, downloading from Sun

Micr osystems, 9
List interface, 665
list( ) (File), 133
Listener interface, 218
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listeners
EventListenerPr oxy class, 657
managing list of, 300
Pr opertyChangeListener inter face,

282
registering, for constrained proper-

ties, 217
methods for, 216

registering and deregistering, 213
registering per-pr operty

for constrained properties, 218
for unicast events, 213

lists, 156, 650
AbstractList class, 638
AbstractSequentialList class, 640
ArrayList class, 156, 641
arrays of objects as, 642
LinkedList class, 664
List interface, 665
ListIterator interface, 156, 667
ListResourceBundle class, 668
random access to elements, 676
sorting, 650
Vector class, 686

literals, 29
array, 71

initializing multidimensional
array with, 74

char, 68
string, 67

loading classes
ClassLoader class, 388
ClassNotFoundException, 389
Secur eClassLoader class, 563
URLClassLoader class, 476

loading libraries, 410
of native code into the system, 423

local classes, 123, 129−133
featur es of, 130
implementation of, 137
local variable scope and, 132
restrictions on, 130
scope of, 131
syntax for, 131

local variables, 13, 45
capitalization/naming conventions,

223
scope of, 46, 132
thr ead, 427

Locale class, 668

locking files, 185
locking objects for threads, 162

curr ent thr ead, testing for, 424
deadlock, 163
listing waiting threads, 163

locking objects or arrays, 54
logarithmic functions, 152
Logger objects, 178
logging, 178

garbage collection events, 247
java.util.logging package, 143, 695
Logger class, 701
LoggingPer mission class, 704
LogManager class, 704
LogRecord class, 706
severity levels for messages, 700

logins
authentication, classes for, 144
javax.security.auth.login package,

797
LoginContext class, 801
LoginException class, 802
LoginModule interface, 144, 802
user interface (javax.secu-

rity.auth.callback), 144
long data type, 24

bitwise operators and, 39
Long class, 25, 151, 401
LongBuf fer class, 493
shift operators and, 39

loops, 16
comparison operators, use in, 36
continue statement, starting new

iteration, 53
counter, incr ementing, 36, 50
do vs. while, 51
empty loop body, 45
exiting with break statements, 52
infinite, 50
iterating through, 17
nested, creating and initializing

multidimensional arrays, 74

M

Mac class, 750
machine language (see native code)
Macintosh platforms, 4
MacSpi class, 751
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main( ), 12, 84
java interpreter and, 242
running with jdb debugger, 264

Malfor medURLException class, 461
ManagerFactoryParameters interface,

769
Manifest class, 694
manifest files, JAR, 240

cr eating with jar utility, 239
for JavaBeans, 220

Map interface, 670
Entry interface, 671

MappedByteBuf fer class, 494
maps, 156, 650

AbstractMap class, 639
Attributes class, 690
FileNameMap interface, 455
HashMap class, 658
hashtable-based, 156
IdentityHashMap class, 661
LinkedHashMap class, 663
memory mapping a file with

FileChannel, 184
SortedMap interface, 679
system-independent library names

to system-dependent, 423
Tr eeMap class, 684
WeakHashMap class, 688

marker interfaces, 122
Matcher class, 148, 718
matches( ) (String), 148
math, 151−153
Math class, 152, 374, 403

ArithmeticException, 377
pseudo-random number genera-

tion, 153
rounding numbers, methods for, 28

member classes, 123, 125−129
containing class instance, specify-

ing for, 128
enumeration implemented as

(example), 125
featur es of, 126
implementation, 137
local classes vs., 129
restrictions on, 126
scope vs. inheritance, 129
syntax for, 127
top-level class that extends, 128
(see also static member classes)

Member interface, 439
members, class, 11, 88−94, 434

access to, 112
inter faces, 118
static member classes as, 123

memory
allocation/deallocation with

garbage collection, 79, 86, 99
for interpreter, 247
for Java program being debugged,

summary of usage, 263
for javadoc tool, 254
OutOfMemoryErr or, 407
Runtime class and, 410

memory leaks, 99
memory mapping a file, 184
MemoryHandler class, 707
message digests, 168, 196, 204

computing, 168
DigestInputStr eam class, 542
DigestOutputStr eam class, 542
in digital signatures, 197
exceptions, 542
MessageDigest class, 534, 553
MessageDigestSpi class, 554

MessageFor mat class, 627
Field class, 628

messages, checking for tampering, 196
method invocation (( )) operator, 33,

43
methods, 64

abstract, 115−117, 138
AbstractMethodErr or, 377
array-manipulation, 155
bean, 213
capitalization/naming conventions,

223
chaining, buffers, 180
characters, working with, 24
class, 89, 434

instance vs., choosing, 93
listing with jdb debugger, 263

Collections, 157
constructor (see Constructor class;

constructors)
data accessor, 114
defining, 12
depr ecated (@depr ecated doc com-

ment tag), 231
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methods (continued)
displaying byte code for (javap

tool) , 259
end of, 14
enforcing preconditions for, 62
event listener interface, 218
IllegalAccessErr or, 396
IllegalArgumentException, 396
IllegalStateException, 397
inheritance through subclassing,

102
instance, 89, 91−94
inter face, InvocationHandler, 159
invoking, 13

in expression statements, 44
on proxy objects, 438

JavaBeans
@beaninfo doc comment tag,

232
conventions for, 219

main( ) , 12
Method class, 440
MethodDescriptor class, 213, 219,

294
modifiers for, 65
naming, 65
native, 138
NoSuchMethodErr or, 405
NoSuchMethodException, 405
overloaded, refer ences to, 230
overloading, 65, 87

defining multiple constructors
for a class, 95

overriding, 107−110
dynamic method lookup, 108
final and static method lookup,

109
invoking overridden methods,

109
overloading vs., 107

parameters, 12, 65
invalid, 547

passing refer ences to values, 78
refer ences to, in @see doc com-

ment tag, 230
side effects of, 33
signatur es, 64
static, 139

String class, regular expression
matching, 148

synchr onized, 55, 139, 162
Collections class, 650

unmodifiable, 650
unsupported, error, 430
void, 54

Micr o Edition, Java 2 Platform (J2ME),
6

Micr osoft
Java VM implementation, security

flaws, 203
pr oprietary extension of Java plat-

for m, 224
Micr osoft Windows (see Windows

platfor ms)
millisecond repr esentation, curr ent

time, 154
MIME types, 451, 455
minus sign (-) (see -, under Symbols)
MissingResourceException class, 671
modifier options, jar command, 239
modifiers, 11

access control, 111
anonymous classes and, 134
final, 89

for classes, 103
list of, 138−140
for methods, 65
Modifier class, 434, 441
not allowed with local variable or

class declarations, 130
public, 89
public, static and void, 12
static, 89
visibility, 113

modulo (%) operator, 35
%= (modulo assignment) operator,

41
monetary values, formatting for

locales, 152
MulticastSocket class, 448, 461
multidimensional arrays, 73
multiline comments, 11, 20
multiple inheritance (C++), 118
multiple interfaces, implementing, 121
multiplication (*) operator, 34
multiplication table, repr esenting with

multidimensional array, 73
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N

Name class, 691
NameCallback class, 792
names

anonymous classes, 138
classes

fully qualified, 242
simple and fully qualified, 81

of constants, 89
constructors, 95
method, 65
package, 82

uniqueness of, 83
signer (digital signatures), 241
of threads, 424

namespaces, 81
naming

beans, 215
conflicts between superclass and

containing class, 129
JavaBean methods, 219
JavaBeans, 213
local classes and their enclosing

classes, 131
naming conventions, 222

characters in names, 223
classes, 222
fields and constants, 223
images in doc comments, 227
inter faces, 222
local variables, 223
methods, 223
packages, 222
parameters, method, 223

NaN (not-a-number), 26
% (modulo) operator, retur ning

with, 35
floating-point values, testing for, 36

narr owing conversions, 27
among refer ence types, 79

converting object to type of sub-
class, 80

native code
byte code vs., 8
loading libraries into system, 423

native methods, 138
conventions/rules for, 223
javah tool for implementing in C,

257
printing message when called, 246

native OS threads, specifying for Java
interpr eter, 244

native2ascii program, 268
negation, perfor ming with - (unary

minus) operator, 35
negative infinity, 26
negative integers, repr esenting, 39
NegativeArraySizeException, 404
nested bean contexts, 214

bean services and, 221
nested classes, 123
nested member classes, 127
nested statements, if/else, 47
NetPer mission class, 462
network connections, closing for

unused objects, 100
network-centric programming, 7
networking, 171−176

access by untrusted applets, 237
authentication using Kerberos pro-

tocol, 144
classes for (java.net package), 81,

448
client-side

with datagrams, 187
with socket channels, 186

datagrams, 175
New I/O API, 179
packages for, 143
server-side, 187
servers, 174
sockets, 172, 762
SSL (Secure Sockets Layer), 172,

763
(see also SSL)

URL class, 171
NetworkInter face class, 462
New I/O API, 179−191

buf fer classes, 481
buf fer operations, 179
channel classes, 495
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New I/O API (continued)
channel operations, 181
client-side networking, 186
encoding and decoding text with

charsets, 182
files, working with, 183−185
nonblocking I/O, 187−191

new operator, 43, 94
arrays, creating, 72
cr eating object with, 67
defining and implementing anony-

mous class, 134
member class, explicitly referring to

containing instance, 128
multidimensional arrays, initializ-

ing, 73
side effect of, 33

newInstance( )
Class class, 67
Constructor class, 67

NoClassDefFoundErr or, 404
Node interface, 193
NodeChangeListener interface, 713
nonblocking I/O, 179, 187−191

in client-side networking, 190
socket connection (example), 190

NoRouteToHostException class, 463
NoSuchAlgorithmException, 555
NoSuchElementException class, 672
NoSuchFieldErr or, 404
NoSuchFieldException class, 404
NoSuchMethodErr or, 405
NoSuchMethodException, 405
NoSuchPaddingException, 751
NoSuchPr oviderException, 555
NOT (!) operator (boolean), 38
NOT (˜) operator (bitwise), 39
not equals (!=) operator, 37
not-a-number (NaN), 26
NotActiveException class, 347
Notepad, 10
notify( ) (Object), 163
notifying event listeners of events, 213

bound property changes, 217
constrained property changes, 218

NotOwnerException class, 572
NotSerializableException class, 347
null literals, 71

null value, 78
default, refer ence fields, 96
repr esenting absence of an object,

68
NullCipher class, 752
NullPointerException class, 56, 405
numbers, 151−153

BigInteger and BigDecimal classes,
153

comparing (Comparator class), 652
converting to/from strings, 151, 615
DateFor mat class, 619
DecimalFor mat class, 622
Enumeration interface, 656
for matting, locale-specific, 152
Number class, 151, 406
number type (operands), 33
NumberFor mat class, 152, 628

Field class, 630
NumberFor matException, 406
pseudo-random, implementing

generator for, 675
random, 153
real, repr esenting with float and

double types, 25
rounding, 28
SimpleDateFor mat class, 632

O

Object class, 374, 406
as root of class hierarchy, 80, 103,

140
object identifier (OID), 598
object literals, 67
object member access (.) operator, 42
object serialization, 170

bean instance, 215
Exter nalizable inter face, 334
InvalidClassException, 345
NotSerializableException, 347
ObjectInput interface, 348
ObjectInputStr eam class, 324, 348

GetField class, 350
ObjectInputValidation class, 351
ObjectOutput interface, 351
ObjectOutputStr eam class, 324, 351

PutField class, 353

950 Index

7 March 2002 11:43



object serialization (continued)
ObjectStr eamConstants inter face,

355
ObjectStr eamException, 356
ObjectStr eamField class, 356
SealedObject class, 752
@serial doc comment tag, 231
Serializable interface, 367
SerializablePer mission class, 368
SignedObject objects, 198
war nings about inadequate docu-

mentation, 256
writing additional data, 232

object-oriented programming, 88−141
abstract classes and methods,

115−117
anonymous classes, 133−136
class fields, 89
class methods, 90
classes, 7
data hiding and encapsulation,

110−115
extending classes, 101
inner classes, 122

how they work, 136−138
instance fields, 91
instance methods, 91−94
inter faces, 117−122
Java vs. C/C++, 3, 88
local classes, 129−133
member classes, 125−129

ObjectOutput interface, 351
objects, 66−69

AccessibleObject class, 435
arrays, treating as, 156
classes vs., 66
collections of, 143, 156−158

converting to and from arrays,
157

comparing, 77, 390
converting arrays to, 80
converting to other refer ence types,

80
copying, 75
cr eating and initializing, 67, 94−98

with expression statements, 44
with new operator, 43

destr oying and finalizing, 98−101
finalizers, 100
garbage collection, 98

exception, 56
guarded, 544
infor mation about, obtaining with

instanceof, 122
inheritance through subclassing,

102
initializing

with instance initializers, 98
with multiple constructors, 95

instanceof operator, using with, 42
InvalidObjectException, 345
locking for thread access, 162
locks on, 54
manipulating by refer ence, 141
memory allocation and garbage

collection for, 79
NullPointerException, 405
Object class, 140, 374, 406
as operand type, 33
pr oxy, invoking methods on, 438
refer ences to, 75
serializing/deserializing (see object

serialization)
signed, 198, 568
strings as, 67
testing for equivalence, 78
using, 69
waiting threads, list of, 163

ObjectStr eamClass class, 354
Observable class, 672
Observer interface, 673
octal numbers, 24
OID (object identifier), 598
oldjava interpreter, 243
oldjavac compiler, 248
oldjavaw interpreter, 243
OO programming (see object-oriented

pr ogramming)
open( )

connected SocketChannel, creating,
186

unconnected SocketChannel, creat-
ing, 186

operands, 17
list of, 30
number and type, 32

operating system signals, interpreter
use of, 247
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operating systems
Java platform, running on, 4
SDK, commercial products, 9

operators, 16, 29−43
arithmetic, 34
assignment, 40
associativity of, 32
bitwise and shift, 39
Boolean, 37
comparison, 36
conditional, 41
expr essions, order of evaluation, 34
instanceof, 42
list of, 30
new, creating object with, 67
operand number and type, 32
overloading, 140
pr ecedence of, 31
relational, 37
retur n types, 33
side effects of, 33

combination assignment opera-
tors, 41

special, 42
ter nary, 32

optimization, class files (javac option),
250

OptionalDataException class, 357
OR (||) operator (conditional), 38
OR (|) operator (bitwise), 39
OR (|) operator (boolean), 38
order of evaluation, 34
org.ietf.jgss package, 145
org.w3c.dom package, 145, 191, 833
org.xml.sax package, 145, 191
OutOfMemoryErr or class, 56, 407
output streams

Buf feredOutputStr eam class, 324,
326

Buf feredWriter class, 327
ByteArrayOutputStr eam class, 323,

328
CharArrayWriter class, 329
CheckedOutputStr eam class, 728
CipherOutputStr eam class, 200, 743
DataOutputStr eam class, 324, 333
DeflaterOutputStr eam class, 731
DigestOutputStr eam class, 542

FileOutputStr eam class, 323, 338
FilterOutputStr eam class, 323, 341
FilterWriter class, 342
GZIPOutputStr eam class, 732
JarOutputStr eam class, 694
ObjectOutputStr eam class, 324, 351

PutField class, 353
OutputStr eam class, 323, 357
OutputStr eamWriter class, 358
PipedOutputStr eam class, 323, 359
PipedWriter class, 360
PrintStr eam class, 360
PrintWriter class, 362
Str eamHandler class, 709
StringWriter class, 370
WriteAbortedException class, 372
Writer class, 372
ZipOutputStr eam class, 737

overloaded methods, refer ences to,
230

overloading
methods, 65, 87

defining multiple constructors
for class, 95

overriding vs., 107
operators, 140

overridden methods
chaining, 110
superclass of a containing class,

127
overriding methods, 107−110

abstract, 116
dynamic method lookup, 108
field shadowing vs., 107
final and static method lookup, 109
invoking overridden methods, 109
run( ) (Thr ead), 160

overview page, javadoc documenta-
tion, 233, 254

overview doc comment, using, 256
Owner interface, 572

P

package access, 112
package directive, 82
package modifier, class member

accessibility, 114
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packages, 4, 20, 142−201
access to, 111
capitalization/naming conventions,

222
defining, 82
doc comments and summary docu-

mentation for, 233
enabling assertions in all classes

and its subpackages, 61
importing, 82
Java namespace and, 81
JAXP (Java API for XML Process-

ing), 191
key, listing of, 142−145
names, unique, 83
not documented in this book, 145
omitting names in javadoc docu-

mentation, 255
Package class, 407
refer ences to, in @see doc com-

ment tag, 229
restricting access for untrusted

applets, 237
unnamed, 82
visibility, 138

packaging beans, 220
packets of data, 175

DatagramPacket class, 452
UDP protocol, 452

padding schemes (cryptography), 751
BadPaddingException, 739
SunJCE cryptographic provider, 740

PalmOS, Java interpreter, 4
@param doc comment tag, 228
ParameterDescriptor class, 294
parameters

capitalization/naming conventions,
223

listing for methods, 65
method, 12

arguments, assigning to, 14
JavaBeans, 219
as variables, 13

this (keyword), for instance meth-
ods, 92

par entheses (see ( ), under Symbols)
ParseException class, 631
parseInt( ) (Integer), 13

ParserConfigurationException class,
808

parsers for XML documents, 144
DOM, 191, 193
SAX (Simple API for XML), 145, 191

parsing, variable input, 13
pass-by-r efer ence languages, 78
pass-by-value languages, 78
password-based encryption (PBE),

756, 759
PasswordAuthentication class, 463
PasswordCallback class, 792
passwords

authenticating, 450
Java VM on a particular host,

enabling jdb connection to
interpr eter, 262

–keypass password option, jar-
signer, 241

keystor e, changing, 266
path separators, 234
paths

certification, 579
PKIXCertPathChecker, 590

file, 334
Patter n class, 148, 720
patter n matching with regular expres-

sions (see regular expres-
sions)

patter ns
custom decimal number formats,

622
message formatting, 627
text string formatting, 616

Patter nSyntaxException class, 149, 726
PBE (password-based encryption), 759
PBEKey interface, 756
PBEKeySpec class, 759
PBEParameterSpec class, 759
PBEWithMD5AndDES algorithm, 741
percent sign (%) (see %, under Sym-

bols)
per formance, 8

dynamic vs. static method lookup,
109

Java VM, 4
Perl regular expressions, 148

matches, Java vs., 148
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Per mission class, 207, 555
subclasses, summary of, 209

Per mission inter face, 572
Per missionCollection class, 556

modifying permissions to untrusted
code, 208

per missions, 206
ACL (access control list), 572
AllPer mission class, 540
AuthPer mission class, 783
BasicPer mission class, 540
checking

with AccessControlContext, 536
with AccessController class, 537
with SecurityManager, 412

defining in policy file, 270
delayed resolution of, 569
DelegationPer mission class, 794
filesystem, accessing local, 339
guidelines for, web site informa-

tion, 208
LoggingPer mission class, 704
NetPer mission class, 462
Per mission subclasses for access to

new system resources, 206
PrivateCr edentialPermission class,

785
Pr opertyPermission class, 674
ReflectPer mission class, 442
restricted, 7
RuntimePer mission class, 411
SecurityPer mission class, 565
serialization features, 368
ServicePer mission class, 797
SocketPer mission class, 471
SSLPer mission class, 771
summary of, 209
URLClassLoader class, 476

Per missions class, 534, 557
persistence, JavaBeans Persistence

API, 214
persistence, JavaBeans, 170

DefaultPersistenceDelegate class,
286

PersistenceDelegate class, 295
PhantomRefer ence class, 101, 431
PipedInputStr eam class, 169, 323, 358
PipedOutputStr eam class, 169, 323,

359
PipedReader class, 169, 359

PipedWriter class, 169, 360
PKCS#5 (password-based encryption

algorithm), 759
PKCS8EncodedKeySpec interface, 605
PKIXBuilderParameters class, 589
PKIXCertPathBuilderResult class, 589
PKIXCertPathChecker class, 590
PKIXCertPathValidatorResult class, 590
PKIXParameters class, 591
platfor ms

defined, 4
line separators, differ ences in, 225

pleaseStop( ) (example method), 161
plugability layer for XSLT engines, 191
plus sign (+) (see +, under Symbols)
Point class (example), defining, 66
policies (see security policies)
Policy class, 206, 534, 557, 785

modifying permissions to untrusted
code, 208

PolicyNode class, 592
PolicyQualifierInfo class, 592
policytool program, 206, 208, 269

defining permissions, 270
portability

certification program, 225
conventions, 223−225
Java interpreter, 4

PortUnr eachableException class, 464
position( ), 185
positive infinity, 26
post-incr ement, in expression state-

ments, 44
post-incr ement operator, 35
pr e-decr ement, in expression state-

ments, 44
pr e-incr ement operator, 35
pr ecedence, operator, 30

! (boolean NOT) operator, 38
boolean vs. comparison operators,

37
conditional (?:) operator, 42
overriding with parentheses, 31

pr edefined classes, 4
pr efer ences

AbstractPr efer ences class, 711
BackingStor eException, 712
InvalidPr efer encesFormatException,

713
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pr efer ences (continued)
java.util.pr efs package, 143, 710
NodeChangeListener interface, 713
Pr efer enceChangeEvent class, 714
Pr efer enceChangeListener class,

178
Pr efer enceChangeListener inter face,

714
Pr efer ences class, 177, 715
Pr efer encesFactory inter face, 717
user, Properties class and, 176

primary expressions, 29
prime numbers

large, randomly generated, 153
RSAMultiPrimePrivateCrtKey inter-

face, 600
RSAMultiPrimePrivateCrtKeySpec,

606
RSAOtherPrimeInfo class, 607

primitive data types, 22−28
arrays of, 435

conversion rules for, 81
boolean, 23, 378
casts of, 28
char, 23, 380
Class object, obtaining for, 158
converting between, listing of con-

versions, 28
double, 391
float, 394
int, Integer wrapper class, 399
long, 401
operand, 33
OptionalDataException class, 357
reading machine-independent

binary repr esentations of,
331

refer ence types vs., 74
short, 413
textual repr esentations of, 360
wrapper classes for, 151
writing in machine-independent

binary format, 332
principals

Kerber osPrincipal class, 796
Principal interface, 269, 558
X500Principal class, 803

println( ), 14
line separators for differ ent plat-

for ms, 225
PrintStr eam class, 360

platfor m-specific line separators,
225

PrintWriter class, 362
platfor m-specific line separators,

225
priority levels for threads, 160, 424

maximum, for any thread in group,
426

private keys, 197
EncryptedPrivateKeyInfo class, 744
–keypass password option, jar-

signer, 241
locating for signer of JAR file, 241
X500PrivateCr edential class, 804

private modifier, 139
class member visibility, 114
class members, 112
constructors, 105
methods

abstract modifier and, 116
inheritance and, 109

static member classes and, 124
PrivateCr edentialPermission class, 785
PrivateKey interface, 558
privileged code, running, 537
PrivilegedAction interface, 559
PrivilegedActionException, 559
PrivilegedExceptionAction interface,

560
pr obablePrime() (BigInteger), 153
pr ocedures (see methods)
Pr ocess class, 196, 375, 408
pr ocesses, 196

exter nal to interpreter, starting, 410
spawning and executing on native

system with Runtime.exec(),
224

pr ofiling output, printing to standard
output, 247

pr ogrammers
application, security for, 207
Java and, 8
JavaBeans, using, 212
system, security for, 207
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pr ogramming conventions, JavaBeans,
212

pr ogramming languages
C language, differ ences fr om Java,

85−87
Java (see Java language)
lexically scoped, 132
object-oriented, Java vs. C++, 88
pass-by-r efer ence, 78
pass-by-value, 78
Perl, regular expressions in, 148
str ongly typed, 13

pr ograms
dynamic, extensible, 7
Java, 20

classes as fundamental unit, 11
compiling, 10
complete, conventions/rules for,

225
defining and running, 84
main( ) method, 12
running, 10

pr opagating bean-context events, 311
pr opagating exceptions, 56
pr operties, 115

appletviewer, 236
fir ewall and caching proxy

servers, 237
security, 236

bean, 212
access methods, 214
bound property conventions,

216
constrained property conven-

tions, 217
conventions for, 215
editors for, 214, 219
indexed, conventions for, 216
IndexedPr opertyDescriptor

class, 292
Pr opertyChangeEvent class, 296
Pr opertyChangeListener inter-

face, 296
Pr opertyChangeListenerPr oxy

class, 297
Pr opertyChangeSupport class,

297
Pr opertyDescriptor class, 298
Pr opertyEditor inter face, 299

Pr opertyEditorManager class,
300

Pr opertyEditorSupport class, 300
Pr opertyVetoException class,

301
specialized subtypes, 213

Pr operties class, 176, 673
Pr opertyChangeEvent class, 213,

282, 286
Pr opertyChangeListener inter face,

213, 282, 286
adding/r emoving listeners, 216
bean context and, 221

Pr opertyChangeSupport class, 217
Pr opertyDescriptor class, 213, 215
Pr opertyEditor inter face, 214, 219
Pr opertyPermission class, 674
Pr opertyResourceBundle class, 675
Pr opertyVetoException class, 213,

218, 309
system, 422

allowing applet to read, 237
pr otected modifier, 139

class member accessibility, 114
class members, 112
member class, applying to, 126

pr otection domains, combining, 543
Pr otectionDomain class, 534, 560
Pr otocolException class, 464
Pr ovider class, 561
Pr oviderException class, 562
Pr oxy class, 159, 434, 441
pr oxy servers, caching, 237
pseudo-random numbers, 153, 534,

563
Cipher class, 740
generating, 153

with Random class, 153
PSSParameterSpec class, 606
public modifier, 89, 139

class member accessibility, 113
class members, 112
classes, 11

in Java files, 83
constructors, 105
finalizer methods, 100
methods

inter face, 118
JavaBeans, 213
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public/private key cryptography
in digital signatures, 197
keystor e file for certificates, 241

PublicKey interface, 562
RSA, setting to, 598

“Pur e Java” requir ements, Sun web
site information on, 225

PushbackInputStr eam class, 363
PushbackReader class, 364
PutField class, 353

Q

queueing refer ences, 432
PhantomRefer ence class, 432
SoftRefer ence class, 433
WeakRefer ence class, 433

quick-r efer ence material, generating,
xix

R

radians, 152
random access to file contents, 185
Random class, 153, 675
RandomAccess interface, 156, 676
RandomAccessFile class, 166, 183, 323,

364
RC2ParameterSpec class, 760
RC5ParameterSpec class, 760
read/write file permissions, 339
read( )

FileChannel class, 183
ScatteringByteChannel interface,

181
ReadableByteChannel interface, 181,

183
Reader class, 166, 366
reading

byte and character streams, 166
byte streams, 167
console input, 166
file contents

FileInputStr eam class, 165
RandomAccessFile class, 166

lines from text file, 167
serialized objects from streams, 170
str eaming data from arrays or

strings, 169

text file from input channel, 185
ZIP files, 168

reading from/writing to files, 364
ReadOnlyBuf ferException class, 494
rectangular arrays, 74
Refer ence class, 431
refer ence types, 29, 74−81

= =  (equals) operator, testing with,
36

arrays, 69−74
comparing for equality, 77
conversions, 79
converting to other refer ence types

arrays, 80
copying objects and arrays, 75
in operands, 33

Refer enceQueue class, 431
refer ences, 74

java.lang.r ef package, 431
null, 78
to objects

object member access (.) opera-
tor, 42

PhantomRefer ence class, 431
restoring with this pointer, 101
SoftRefer ences class, 433
unused, causing memory leaks,

99
weak refer ences, 143
WeakHashMap class, 688
WeakRefer ence class, 433

pass by refer ence vs., 78
@see doc comment tag, 229

refer ent, 431
reflection, 158

applets, security restrictions on, 205
intr ospection and, 213
java.lang.r eflect package, 81, 434
package for, 143

ReflectPer mission class, 442
Refr eshable inter face, 786
Refr eshFailedException class, 786
registering event listeners, 213, 219

for constrained properties, 217
methods, conventions for, 216
unicast event, 219

regular expressions
java.util.r egex package, 144, 718
Matcher class, 718
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regular expressions (continued)
matches, Java vs. Perl, 148
multiple matches, 149
Patter n class, 720
Patter nSyntaxException class, 726
strings, using on, 148, 417

relational operators, 36
remove methods, deregistering event

listeners, 213
removePr opertyChangeListener (Pr op-

ertyChangeListener), 216
removeVetoableChangeListener

(VetoableChangeListener),
217

repetitive tasks, threads for, 161
replaceAll( ), 149
replaceFirst( ), 149
repr esentations, transfor med XML doc-

uments, 194
reserved words, 22
resource bundles

ListResourceBundle class, 668
MissingResourceException, 671
Pr opertyResourceBundle class, 675
ResourceBundle class, 676

resources for further information
examples in this book, xviii
Java programming, xvii
quick-r efer ence material, generat-

ing, xix
Result interface, 194
results, computing, 14
resurr ecting unused objects, prevent-

ing, 101
@r eturn doc comment tag, 228
retur n statements, 15, 17, 49, 54
retur n types, 33
retur n values, 12

comparison and relational opera-
tors, 36

methods, data types for, 65
right shift (>>>) operator, unsigned, 40
right shift (>>) operator, signed , 40
right-to-left associativity, 32
root directories, listing, 334
root directory of generated documen-

tation, 233
round( ) (Math), 28
rounding numbers, 28

functions for, 152

RowSet class, 211
RSA and DSA public and private keys,

598
repr esenting and encoding, 602

RSAKey interface, 600
RSAKeyGenParameterSpec interface,

606
RSAMultiPrimePrivateCrtKey interface,

600
RSAMultiPrimePrivateCrtKeySpec class,

606
RSAOtherPrimeInfo class, 607
RSAPrivateCrtKey interface, 601
RSAPrivateCrtKeySpec interface, 607
RSAPrivateKey interface, 601
RSAPrivateKeySpec interface, 608
RSAPublicKey interface, 598, 602
RSAPublicKeySpec interface, 608
RuleBasedCollator class, 632
rules, 214

pur e Java, 223−225
(see also conventions)

run( ), 160
runFinalizersOnExit( ) (Runtime), 101
Runnable interface, 160, 409
running Java programs, 10, 84
Runtime class, 375, 409

exec( ), using on portable code,
224

runtime environment, Java, 3, 6
(see also JRE)

RuntimeException class, 56, 410
RuntimePer mission class, 206, 411

S

sandbox (Java 1.0), access control
policies, 204

SAX (Simple API for XML), 848
API, 191
extensions to basic SAX2 API, 861
packages for, 145
parsing XML, 192
repr esenting XML documents as

method call sequences, 194
utility classes for SAX parsers, 863
XML transformation classes, 145

SAX parser, 191
SAXParser class, 192, 809
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SAXParserFactory class, 810
ScatteringByteChannel interface, 181
scheduling tasks, 681
scientific notation, 25
scope, 14, 46

vs. inheritance for member classes,
129

local classes, 131
local variables, local classes and,

132
SDK (Software Development Kit), 6

appletviewer tool, 234−238
commercial products for differ ent

platfor ms, 9
extcheck tool, 238
jar tool, 238−241
jarsigner utility, 241
java interpreter, 242−248
javac compiler, 10, 248−251
javah tool, 257
javap class disassembler, 259
keytool, 265−268
native2ascii tool, 268
policytool, 269
serialver tool, 270
Sun Microsystems, download site, 9
tools, 234−270

sealed packages, 408
SealedObject class, 201, 752
search and replace operations

using regular expressions, 149
in strings, 417

searching
arrays, 155
collections elements, 157

Secr etKey inter face, 199, 752
Secr etKeyFactory class, 753
Secr etKeyFactorySpi class, 754
Secr etKeySpec class, 760
secur e hash (see message digests)
Secur e Hash Algorithm (SHA), 270
Secur eClassLoader class, 563
Secur eRandom class, 534, 563
Secur eRandomSpi class, 564
security, 7, 196−199, 202−210

access control, 204−207
applets, restrictions on, 204
fine-tuning trust levels, policies,

and permissions (Java 1.2),
206

java.security.acl package, 570
per missions and policies, 206
the sandbox, 204

appletviewer, 236
network access for untrusted

applets, 237
for application programmers, 207
architectur e, 203
authentication and authorization

packages, 144
authentication and cryptography,

204
certificates (see certificates)
digital signatures, 197
digitally signed classes, 205
DSA and RSA public and private

key repr esentations, 602
for end users, 208
GeneralSecurityException, 543
inter faces package, 598
Java binding of Generic Security

Services API, 145, 826
Java VM

access restrictions, 203
byte-code verification, 203

java.security package, 143, 533
java.security.cert package, 143
message digests, 168, 196
packets, sending/receiving, 453
per missions (see permissions)
risks, 202
secur e HTTP (https: protocol), 171
Secur e Sockets Layer (see SSL)
Secur eRandom class, 153
Security class, 564
SecurityException, 412
SignedObject class, 198
for system administrators, 208
for system programmers, 207
system properties, granting access

to, 674
tool for policy configuration files,

269
URLClassLoader class, 476

security policies, 206
default, defined by system adminis-

trators, 208
Policy class, 557, 785
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security policies (continued)
querying and setting, 565
user-defined, augmenting or

replacing system policy, 208
security providers, 561

managing list of installed, 564
NoSuchPr oviderException, 555

SecurityManager class, 204, 412
default SecurityManager object,

defining system property for,
209

delegation of access requests to
AccessContr oller, 206

installing, 208
system, 423
use by FileInputStream class, 205

SecurityPer mission class, 565
@see doc comment tag, 229
@see tags, 233
seeding pseudo-random number gen-

erator, 675
select( ) (Selector), 164
selector interfaces and classes for non-

blocking I/O, 143
self-r eflection, 158
self-signed certificate authority certifi-

cates, 268
semicolon (see ;, under Symbols)
separators, file/path, 234
SequenceInputStr eam class, 367
sequential data (see streams, input/

output)
Ser everSocketFactory class, 762
@serial doc comment tag, 231
@serialData doc comment tag, 232
@serialField doc comment tag, 231
Serializable interface, 122, 367
SerializablePer mission class, 368
serializing objects, 170

JavaBeans components, 170
serializing/deserializing objects (see

object serialization)
serialPersistentFields, 231
serialver program, 270
server sockets, factory classes for cre-

ating, 144
server version of VM (Sun HotSpot),

243
server-side networking, 187

servers
blocking I/O and, 187
communicating directly with, using

sockets, 172
NonBlockingServer class (exam-

ple), 187−190
recognizing and accepting client

connection requests, 174
ServerSocket class, 174, 187, 448, 464
service provider interface (see SPI)
ServicePer mission class, 797
services protocol (JavaBeans), 221
servlets, 12
setBeanContext( ) (BeanContextChild),

221
sets, 156, 650

AbstractSet class, 640
HashSet class, 659
hashtable-based, 156
LinkedHashSet class, 664
Set interface, 677
SortedSet interface, 680
Tr eeSet class, 685

sever e(), 178
severity levels, log messages, 178, 700
shadowing

class methods, 110
superclass fields, 106, 127

class fields, 106
method overriding vs., 107

shar ed file locks, 185
shift operators, 39

combining with assignment (=)
operator, 41

Short class, 25, 151, 413
short data type, 24

comparing to float type with = =
operator, 36

ShortBuf fer class, 494
ShortBuf ferException, 754
shutdown hooks, adding and remov-

ing, 409
side effects

expr ession
in assertion expressions, 63
in expression statements, 44

of operators, 33
Signatur e class, 534, 566
Signatur eException class, 567
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signatur es, method, 64
this keyword and, 92

Signatur eSpi class, 567
signed right shift (>>) operator, 40
SignedObject class, 198, 534, 568
Signer class, 568
signer name, 241
simple names, classes, 82
SimpleBeanInfo class, 284, 301
SimpleDateFor mat class, 632
SimpleFor matter class, 708
SimpleT imeZone class, 678
@since doc comment tag, 231, 233

javadoc, ignoring in doc comments,
255

single-line comments, 20
sleep( ) (Thr ead), 161, 164
socket connection, nonblocking, 190
socket( ), 186
sockets

BindException, 450
ConnectException, 451
DatagramSocket class, 448, 452
DatagramSocketImpl class, 454
factory classes for creating, 144
InetSocketAddr ess class, 459
javax.net package, 762
MulticastSocket class, 448, 461
ServerSocket class, 464
ServerSocketFactory class, 762
Socket class, 172, 187, 448, 466
SocketAddr ess class, 186, 468
SocketChannel class, 186
SocketException, 469
SocketFactory class, 763
SocketHandler class, 708
SocketImpl class, 469
SocketImplFactory interface, 470
SocketOptions interface, 470
SocketPer mission class, 206, 471
SocketT imeoutException, 472
SSL (Secure Sockets Layer), 763,

776
(see also SSL)

unable to connect to remote host,
463

SoftRefer ence class, 431, 433
softwar e components

package for, 142
reusable, 211

Softwar e Development Kit (see SDK)
Solaris operating system

Java interpreter, 4
SDK, download site (Sun), 9
thr ead type for Java interpreter and

Classic VM, specifying, 244
sort( ) (Arrays), 155, 642
sorted sets and maps, 156
SortedMap interface, 679
SortedSet interface, 680
sorting collections elements, 157
-source 1.4 (javac command-line argu-

ment), 60
source code, converting to ASCII, 268
source files

for classes being debugged, setting
for jdb, 262, 264

path, specifying for javac compiler,
250

search path for (javadoc), 256
Source interface, 194
source keyword, 250
spaces in doc comments, 227
special effects, threads for, 161
SPI (service provider interface)

cryptographic-authentication fea-
tur es, 534

javax.crypto package, 738
split( )

Patter n class, 149
String class, 149

SSL (Secure Sockets Layer), 144, 172,
763

handshake completed event, 765
hostname verifier, 766
https: protocol, URL connections

using, 767
javax.net.xxl package, 144
key managers, 767
trust managers, 778

X509TrustManager, 780
X509KeyManager interface, 780

SSLContext class, 769
SSLContextSpi class, 770
SSLException class, 770
SSLHandshakeException class, 771
SSLKeyException class, 771
SSLPeerUnverifiedException class, 771
SSLPer mission class, 771
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SSLServerSocket class, 772
SSLServerSocketFactory class, 773
SSLSession class, 774
SSLSessionBindingEvent class, 775
SSLSessionBindingListener interface,

775
SSLSessionContext interface, 775
SSLSocket class, 776
SSLSocketFactory class, 777
stack traces

displaying for current or specified
thr eads, 265

for exceptions, 56
StackOver flowError, 414
stacks

call, encapsulation of state, 536
EmptyStackException, 655
LinkedList, using as, 665
specifying size for a thread, 424
Stack class, 680

StackTraceElement class, 415
standard extensions

additional information about, 145
conventions/rules for, 225

standard output (see input/output)
start( ) (Thr ead), 160
state

beans, 212
writing persistently into XML

file, 214
changes in, notifications of, 672
IllegalStateException, 397
object, writing complete to serial-

ization stream, 232
thr eads, IllegalThr eadStateExcep-

tion, 397
Statement class, 302
statements, 13, 43−64

assert, 60−64
br eak, 52
compound, 16, 45
continue, 53
do/while, 51
empty, 45
expr ession, 44
flow-contr ol, 15

retur n statement, 15
for, 51
if/else, 46

else if clause, 48

Java, summary of, 44
labeled, 45
local variable declaration, 45
retur n, 54
switch, 48−50
synchr onized, 54
thr ow, 55−57
try/catch/finally, 57−60
while, 50

static (keyword), 12
static class members, 88

class fields, 89
methods, 90

static initializers, 97
static member classes, 123

featur es of, 124
implementation, 136
implementation of, 136
importing, 125
restrictions on, 125

static modifier, 139
abstract modifier and, 116
anonymous classes and, 134
local classes and, 130
member classes and, 123
method lookup, 109

stop( ) (Thr ead), 161, 424
Str eamCorruptedException class, 368
Str eamHandler class, 709
str eams, input/output, 166−171

arrays of bytes or text strings, read-
ing from/writing to, 169

compr essed data, writing to file,
168

console input, reading, 166
FileInputStr eam class, 183
FileOutputStr eam class, 183
Java program communicating with

exter nal pr ocess, 196
java.io package, 142
message digests, computing, 168
piped, thread communication with,

169
printing text to output streams, 167
reading lines from text file, 167
reading ZIP files, 168
XML, transformation classes for,

145, 194
Str eamTokenizer class, 368
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strictfp modifier, 139
StrictMath class, 415
string literals, 67
StringBuf fer class, 419
StringReader class, 169
strings, 27, 145−151

arrays of, 12
AttributedString class, 612
basic operations on, 145
comparing, 150
concatenating, 35, 420
converting bytes to, 379
converting numbers to, 615
converting numbers to/from, 151
converting other data types to, 35
converting to arrays, 417
converting to integer values, 25
converting to integers, 399
converting to longs, 401
converting to/from shorts, 413
equivalence, testing for, 78
instanceof operator, using with, 42
manipulation methods, imple-

mented in machine code, 8
parsing errors in, 631
patter n matching with regular

expr essions, 148
sorting for differ ent locales, 618
str eaming data, reading from/writ-

ing to, 169
String class, 145, 374, 416

cr eating instances of, 67
inheritance from Object class, 80

StringBuf fer class, 147, 419
StringBuf ferInputStream class, 370
StringCharacterIterator class, 634
StringIndexOutOfBoundsException,

421
StringReader class, 370
StringTokenizer class, 150, 681
StringWriter class, 169, 370
Unicode, converting to/from bytes,

143
stub files for C language Java native

method implementation, 258
subclasses

abstract
implementing abstract methods,

116
partial implementation of, 121

concr ete, 116
constructors, 103
inheritance and, 101−110

constructor chaining and the
default constructor, 104

overriding superclass methods,
107−110

shadowing superclass fields, 106
superclasses and Object class,

103
Thr ead class, 160

subinter faces, 122
Subject class, 782, 786
SubjectDomainCombiner class, 788
subr outines (see methods)
Subset class, 383

UnicodeBlock class, 383
substrings

comparing, 416
converting portion of StringBuffer

to a String, 420
subtraction (-) operator, 34
Sun Microsystems

“100% Pure Java” portability certifi-
cation program, 225

HotSpot VM, 243
Java packages controlled by, 83
SDK download site, 9

SunJCE cryptographic provider, 738
cryptographic algorithms sup-

ported, 740
Dif fie-Hellman key-agr eement algo-

rithm, 747
key-generation implementations,

supporting, 749
message authentication algorithms,

750
padding schemes, 740
RC5 encryption algorithm and, 760
Secr etKeyFactory implementations,

753
super (keyword), 103

overridden methods, invoking, 109
super( ), vs. super keyword, 110
superclasses, 103

containing class members, access-
ing, 127

fields, shadowing in subclasses,
106

Index 963

7 March 2002 11:43



superclasses (continued)
inheritance by subclasses of

method implementations, 140
methods, overriding, 107−110
Object class as root of hierarchy,

103
Swing programming, 211
switch statements, 48−50

assertions in, 62
case labels, 49

symmetric keys, 199, 753
generating, 749

SyncFailedException class, 371
synchr onized methods, 162

Collections class, 650
HashSet class, 659
LinkedList class, 664
Tr eeMap class and, 685

synchr onized modifier, 55, 139
synchr onized statements, 54
synchr onizing thr eads, 162, 406

deadlock, avoiding, 163
IllegalMonitorStateException, 397

system administrators, security for, 208
System class, 155, 375, 422

getenv( ), lack of portability, 224
system classes

javap tool, specifying search path
for, 259

path to search for (javah), 258
portable Java code and, 225

system prefer ences, 715
java.util.pr efs package, 710
package for reading and writing,

143
Pr efer ences class, 177

system programmers, security for, 207
system properties

applets, allowing to read, 237
appletviewer, use by, 236
java.security.manager, defining, 209
Pr operties class, using for, 176
read and write access control, 674

system resources, permissions for, 555
system security policy, replacing with

user-defined, 209
systemNodeForPackage( ) (Pr efer-

ences), 177

T

tabs, 15
taglet classes, classpath for, 257
tags

doc comment 227−233
inline, within HTML text, 232
listing of, 227−233

HTML
for applets, 234
in doc comments, 227

target names, permissions, 207, 209
targets for permissions, 270
tasks, scheduling, 681
temporary files

cr eating, 335
deleting, 100

ter minating lines with platform-spe-
cific separators, 225

ter nary operator, 32, 41
testing

assertions, enabling for, 60
loop variables, 51
method argument values with

assert statement, 62
text

Arabic and Hebrew, bidirectional
algorithm for, 613

attribute keys for multilingual, 611
CharacterIterator interface, 615
displaying, 167
inter nationalized, package for, 143,

609
line breaks, 614
outputing to file, 167
reading from files, 340
strings of (see strings)

text editors, 10
text files

input/output channels, reading
fr om and writing to, 185

reading, 167
Text interface, 193
TextInputCallback class, 793
TextOutputCallback class, 793
this (keyword), 92

accessing shadowed field through
vs. invoking overridden method

with super, 109
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this (keyword) (continued)
explicit refer ence to containing

instance of this object, 127
invoking one constructor from

another, 95
this( )

calling one constructor from
another, 96

field initialization code and, 97
thr ead gr oups in debugging, 264
thr eads, 160−165

communicating with piped I/O
str eams, 169

deadlocked, 163
IllegalThr eadStateException, 397
inheritance, 398
InterruptedException, 401
interrupting, 164
jdb commands, specifying for, 261
operating on other threads, 424
priority levels for, 160
safety, 650, 660, 686
sleeping, 161
stack size, setting for interpreter,

247
stack traces for, displaying with

jdb, 265
suspending execution with jdb

debugger, 264
synchr onizing, 54, 162, 406

IllegalMonitorStateException,
397

ter minating, 161
Thr ead class, 160, 375, 423
Thr eadDeath err or, 426
Thr eadGroup class, 426
Thr eadLocal class, 427
timers for, 161
type, specifying for Java interpreter

and Classic VM, 244
waiting for another to finish, 162
waiting, list of, 163

thr ow statements, 49, 55−57
declaring exceptions, 56
exception types, 56

Thr owable inter face, 56, 375, 428
thr owing exceptions, 18
thr ows clause, 65
@thr ows doc comment tag, 229
timeouts, socket, 466, 472

Timer class, 161, 681
TimerTask class, 161, 682
TimeZone class, 683

SimpleT imeZone class, 678
tokenizing strings, 150, 368, 681
tools, Java development (see SDK)
TooManyListenersException class, 213,

684
toString( ), 35
tracing by interpreter, enabling/dis-

abling, 410
transferFr om() (FileChannel), 184
transferTo( ) (FileChannel), 184
Transfor mer class, 194
Transfor merFactory class, 194
transfor ming XML documents, 144,

191, 194, 811
applying XSLT stylesheet and writ-

ing to a stream, 195
fr om DOM tree into stream of XML

text (example), 194
transient fields, object serialization

and, 231
transient modifier, 140
tr ee repr esentation of XML documents,

191, 193
Tr eeMap class, 684
Tr eeSet class, 685
trigonometric functions, 152
trimming whitespace from strings, 417
triple-DES key, 756
trust, fine-grained levels in Java 1.2,

206
TrustAnchor class, 593
TrustManager interface, 778
TrustManagerFactory class, 778
TrustManagerFactorySpi class, 779
truth values, 23
try clause, 58
try/catch/finally statements, 57−60
tutorial, Java programming, 17
twos-complement format, repr esenting

negative numbers, 39
type conversions, 27, 43

refer ence types, 79
types (see data types)

Index 965

7 March 2002 11:43



U

unary operators
! (boolean NOT) operator, 38
- (negation) operator, 35
˜ (bitwise complement), 39
associativity of, 32

unchecked exceptions, 56
Undeclar edThrowableException, 442
undecr emented values, 36
unicast events, 213

registering listener for, 219
Unicode, 8, 20

applet parameter values, converting
to, 235

char data type, 23
characters in Java names, 223
converting strings to/from bytes,

143
curr ency symbols in identifiers, 21
escape sequences, 24
named subset of, 383
native2ascii tool and, 268
PrintStr eam class and, 361
UnicodeBlock class, 383
UTF-8 encoding of, 183
UTFDataFor matException, 372

Unix
classpath, specifying, 248
emacs text editor, 10
file and path separators, 234
Java interpreter, 4
thr eads for Java interpreter and

Classic VM, 244
UnknownErr or class, 429
UnknownHostException class, 472
UnknownServiceException class, 472
unmodifiable methods (Collections),

650
unnamed packages, 82
Unr ecoverableKeyException class, 569
unr eliable datagram packets, 452
Unr esolvedPermission class, 569
UnsatisfiedLinkErr or, 429
unsigned data types, 24
unsigned right-shift (>>>) operator, 40
UnsupportedCallbackException class,

794

UnsupportedClassVersionErr or, 429
UnsupportedEncodingException, 371
UnsupportedOperationException, 430,

650, 649
until loops, 16
untrusted code, 202−208

access control, 202
fine-grained levels in Java 1.2,

206
sandbox (Java 1.0), 204

application programming, use in,
208

byte-code verification of class files,
203

updating
JAR archive contents, 239
JAR file manifest, 241
loop variables, 51

URIs
converting files to/from, 334
URI class, 472
URISyntaxException class, 474

URLClassLoader class, 159
per missions to loaded code, 208

URLs
HttpURLConnection class, 455
JAR archive URLs, 460
JavaBeans conventions, 212
javadoc-generated document, spec-

ifying for top-level directory,
254

keystor e file containing keys and
certificates, 241

Malfor medURLException, 461
URL class, 171, 448, 474
URLClassLoader class, 476
URLConnection class, 448, 477
URLDecoder class, 479
URLEncoder class, 479
URLStr eamHandler class, 479
URLStr eamHandlerFactory inter-

face, 480
US-ASCII charset, 182
user interface, low-level login module,

144
user prefer ence files, Properties class

and, 176
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user prefer ences, 715
java.util.pr efs package, 710
package for reading and writing,

143
Pr efer ences class, 177

user name and password, encapsulat-
ing, 463

userNodeForPackage( ) (Pr efer ences),
177

users, security for, 208
replacing user policies, 209

UTF-8 encoding of Unicode, 20, 183
converting Latin-1 encoding to and

writing to output channel,
185

UTFDataFor matException, 372
utilities, packages for, 143
utilities (java.util package), 81

V

validating, certificate chains, 582
validation

InvalidObjectException, 345
ObjectInputValidation class, 351

variables, 13, 29, 138
accessible to local classes, 131
assigning values to, 13
declaring

Java vs. C language, 86
placement of, 16

fields vs., 89
global, class fields as, 90
IllegalAccessErr or, 396
incr ementing, as side effect of ++

operator, 33
initializing, field declarations vs., 96
local, 45

capitalization/naming conven-
tions, 223

local scope, local classes and, 132
loop, initializing, testing, and

updating, 51
scope, 14
scope of, 46
storing objects in, 67
variable type for operands, 33

vars keyword, 250
Vector class, 156, 686

verbose command-line arguments
enabling assertions, 61

verifying
classes, byte-code verification error,

430
classes with javap tool, 260
hostname for SSL connections, 766
JAR files (jarsigner tool), 242

verifying byte code for untrusted
classes, 203

verifying digital signatures, 198
JAR files, 241

@version doc comment tag, 228
versions

class, UnsupportedClassVersion-
Err or, 429

class or classes, displaying for, 270
Java, 5

1.2, security advances in, 7
running programs, 85

Java interpreter, 243, 245
specifying in @since doc comment

tag, 231
VetoableChangeListener class, 213, 302

bean context and, 221
registering and removing listeners,

217
VetoableChangeListenerPr oxy class,

303
VetoableChangeSupport class, 218, 303
virtual functions (C++), 109, 116
Virtual Machine, Java (see JVM)
virtual method invocation, 108
VirtualMachineErr or class, 430
visibility

of beans, 212
class members, 113
local classes, 130
members, working with, 435
Visibility interface, 304

Void class, 431
void keyword, 12, 54, 65
volatile modifier, 140
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W

W3C (World Wide Web Consortium)
DOM (Document Object Model),

145, 191
org.w3c.dom package, 833

wait( ) (Object), 163
waking threads, 164, 424
war ning(), 178
weak refer ences, package for, 143
WeakHashMap class, 688
WeakRefer ence class, 431, 433
while loops, 16, 50

continue statement, starting new
iteration, 53

whitespace
delimiting tokens, 369
leading and trailing, removing from

strings, 417
for readability in programs, 15

widening conversions, 27
among refer ence types, 79, 117

objects, 80
objects, inheritance through sub-

classing, 103
Windows platforms, 4

classpath, setting, 248
file and path separators, 234
Java interpreter, 4, 243
Notepad and WordPad text editors,

10
SDK for, 9
SDK, downloading from Sun

Micr osystems, 9
wizards, 214
WordPad, 10
World Wide Web Consortium (see

W3C)
WritableByteChannel interface, 181,

183
“Write once, run anywhere”, 6, 223
write permission for files, 339
write( )

FileChannel class, 183
GatheringByteChannel interface,

181
WriteAbortedException class, 372
writeExter nal() (Exter nalizable), 232
writeObject( ), 232
Writer class, 166, 372

writing
byte and character streams, 166
compr essed data to file, 168
to files, 364

untrusted applets, 236
serialized objects to streams, 170
str eaming data to arrays or strings,

169
text file to output channel, 185

X

X.500 certificates, distinguished name,
267

X500Principal class, 803
X500PrivateCr edential class, 804
X509Certificate class, 573, 577, 593

(see also Certificate class)
X509CertSelector class, 594
X509CRL class, 573, 577, 596
X509CRLEntry class, 597
X509CRLSelector class, 597
X509EncodedKeySpec interface, 608
X509Extension interface, 598
X509KeyManager interface, 780
X509TrustManager interface, 780
XML

JAXP (Java API for XML Process-
ing), 191−196

DOM parser, 193
parsing XML with SAX, 192
transfor ming XML documents,

194
packages for, 144
pr efer ence data, errors in, 713
transfor ming document content,

811
XML files

bean state, writing persistently to,
214

pr efer ence names and values,
exporting as, 178

XML parsers
DOM

DocumentBuilder class, 806
DocumentBuilderFactory class,

807
FactoryConfigurationErr or, 808
javax.xml.parsers package, 805

968 Index

7 March 2002 11:43



XML parsers (continued)
ParserConfigurationException, 808
SAX, 848
SAXParser class, 809
SAXParserFactory class, 810

XMLDecoder class, 170, 214, 305
XMLEncoder class, 170, 214, 305
XMLFor matter class, 709
XMLReader class, 192
XOR (ˆ) operator (bitwise), 39

ˆ= (bitwise XOR assignment) oper-
ator, 41

XOR (ˆ) operator (boolean), 38
XSLT

java.xml.transfor m package, 194
stylesheets, applying to XML docu-

ment and writing to a stream,
195

transfor mation engine, 144
transfor ming XML documents, 191

Z

zer o extension technique, 40
ZIP archives, classes for, 81
ZIP files, JAR files vs., 689
ZIP files, package for, 144
ZipEntry class, 734
ZipException, 735
ZipFile class, 168, 735
ZipInputStr eam class, 736
ZipOutputStr eam class, 737
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